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Abstract: DewComputing (DC) has recently emerged as a complementary computing paradigm that extends cloud,
fog, and edge computing by enabling autonomous, local‑first computation directly at end‑user devices. Unlike tradi‑
tional distributedmodels that rely on centralized or near‑edge infrastructures, Dew Computing emphasizes offline‑
capable, low‑latency, and resilient processing at the extreme edge, while maintaining synchronization with fog and
cloud layers when connectivity is available. This paper presents a systematic and comprehensive review of Dew
Computing based on a structured literature analysis, covering its conceptual foundations, architecturalmodels, and
operational mechanisms. The study analyzes key Dew‑based architectures, including cloud–dew and hybrid edge
frameworks, highlighting their role in reducing latency, improving fault tolerance, enhancing energy efficiency, and
supporting privacy‑preserving local processing. In contrast to existing surveys, this work provides a critical syn‑
thesis of current approaches by identifying their strengths, limitations, and deployment trade‑offs across different
application scenarios. Furthermore, the paper examines major application domains such as Internet of Things
(IoT), smart healthcare, smart agriculture, and cyber‑physical systems, where Dew Computing demonstrates ad‑
vantages in real‑time responsiveness and operational resilience. Security and privacy challenges are also analyzed,
focusing on recent solutions such as blockchain‑based trust management, federated learning, lightweight crypto‑
graphic protocols, and AI‑driven intrusion detection, while highlighting unresolved issues related to scalability and
resource constraints. Unlike prior works, non‑computing interpretations such as meteorological dew‑point model‑
ing are excluded or clearly distinguished to avoid conceptual ambiguity. Finally, the survey identifies open research
challenges, adoption barriers, and future research directions, positioning Dew Computing as a key enabler for de‑
centralized, user‑centric, and resilient next‑generation computing systems.
Keywords: Dew Computing; Internet of Things (IoT); Resource Management; Security and Privacy; Decentralized
Computing; Local‑First Computing

1. Introduction
The rapid evolution of distributed computing paradigms has led to the emergence of Dew Computing (DC) as

a complementary computing model alongside cloud, fog, and edge computing. Unlike traditional cloud‑centric ap‑
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proaches that concentrate computation in remote data centers, DewComputing emphasizes localized processing at
end‑user devices while maintaining interoperability with higher‑layer infrastructures. By leveraging local comput‑
ing resources such as personal computers, mobile devices [1], and Internet of Things (IoT) nodes, Dew Computing
enables low‑latency, resilient, and reliable computation under intermittent or unstable network conditions [2–5].

Dew Computing is formally defined as a paradigm that places computation, storage, and control at the low‑
est level of the network hierarchy, directly on end‑user devices or local nodes, allowing autonomous operation
with optional collaboration with fog and cloud layers [5–7]. This paradigm was introduced to address limitations
of centralized cloud computing, particularly in scenarios requiring ultra‑low latency, offline operability, enhanced
privacy, and system resilience. Ray [6] initially conceptualized DewComputing as a complementary layer extending
computational intelligence to user devices, while Wang [5] refined this concept by introducing two core principles:
independence (autonomous local operation) and collaboration (selective synchronization with higher layers). His‑
torically, the evolution of Dew Computing is closely linked to the proliferation of IoT devices, mobile platforms, and
cyber‑physical systems (CPS), which require localized processing and real‑time responsiveness [8]. This shift re‑
flects a broader transition from centralized computing toward decentralized and user‑centric intelligence, where
computation is pushed closer to data sources to improve responsiveness and reliability.

The significance of Dew Computing is further underscored by its applicability in domains such as smart en‑
vironments, real‑time control systems, personalized computing, autonomous vehicles, robotics, agriculture, and
energy‑efficient systems [9,10]. Pan and Luo [11], along with Wang et al. [12], positioned Dew Computing as a nat‑
ural progression in Internet computing, emphasizing decentralization and local autonomy. Utomo and Falahah [13]
and Ray [14] further highlighted its role in reducing dependence on network connectivity by enabling autonomous
local computationwith selective cloud synchronization. Tyagi [15] extended this vision by framing DewComputing
as a transformative paradigm for future computing infrastructures. Despite these advancements, existing studies
remain largely descriptive and lack comprehensive comparative evaluation across architectures [16], applications
as Cyber‑Physical Systems and IoT [17], and performance trade‑offs [18]. In addition, prior surveys such as Gu‑
sev [19] and Sharma et al. [20] provide general overviews but do not offer a unified taxonomy combined with
systematic critical analysis across domains. This limitation motivates the need for a more structured and analyti‑
cal survey. The increasing demand for latency‑sensitive applications has exposed limitations in centralized cloud
architectures, including bandwidth constraints, response delays, and reliability challenges [16]. In response, Dew
Computing has emerged as a paradigm that pushes computation to the extreme edge, enabling local autonomy and
offline operation [11,12,14]. Figure 1 illustrates the workflow of a cloud–dew application, demonstrating how
local dew nodes process data independently and synchronize with cloud services when connectivity is available.
This workflow highlights the practical advantages of Dew Computing in real‑time and resource‑constrained envi‑
ronments.

The motivation for this study stems from the increasing demand for decentralized, scalable, and resilient com‑
puting frameworks capable of reducing network latency, improving fault tolerance, and supporting real‑time ap‑
plications. Although cloud and fog computing provide substantial computational capabilities, they face challenges
related to latency sensitivity, dependence on stable connectivity, and resource contention. Dew Computing ad‑
dresses these limitations by enabling localized processing, reducing communication overhead, and improving sys‑
tem responsiveness while maintaining integration with cloud infrastructures.

Moreover, despite the growing body of research on Dew Computing, several critical gaps remain:
1. Security and Privacy: While prior studies have explored dew‑assisted IoT environments, integrated frame‑

works combining intrusion detection, privacy preservation, and trust management remain limited and lack
scalability analysis.

2. Resource Management: Existing approaches for task scheduling and resource allocation often fail to address
dynamic and heterogeneous dew environments effectively.

3. Standardization and Interoperability: The absence of standardized architectures, protocols, andAPIs impedes
seamless interoperability among heterogeneous systems.

4. Performance Evaluation: There is a lack of rigorous empirical evaluation and benchmarking across dew, fog,
and cloud paradigms under realistic deployment conditions.

5. Applications and Deployment: Many application scenarios remain conceptual, with limited real‑world valida‑
tion and comparative performance analysis.
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Figure 1. Workflow of a Cloud‑Dew Application.

In light of the identified gaps, this work addresses the following research questions:
1. How does Dew Computing comparewith cloud and fog computing in terms of latency, reliability, and resource

efficiency?
2. What mechanisms can ensure security, privacy, and trust in dew‑enabled IoT ecosystems?
3. Howcan task scheduling, resource allocation, and hybrid cloud–dewworkflows be optimized for performance

and energy efficiency?
4. Which application domains benefit most from Dew Computing, and what limitations remain in practical de‑

ployments?
In this regard, the main contributions of this work are as follows:

1. A systematic and structured review of Dew Computing based on a rigorous literature analysis, covering archi‑
tectures, operational models, and integration with cloud and edge paradigms.

2. A comparative and critical analysis of existing approaches, highlighting strengths, limitations, and trade‑offs
across applications and system designs.

3. Identification of key research challenges and future directions, with emphasis on security, resource manage‑
ment, and real‑world deployment constraints.
The remainder of this paper is structured as follows: Section 2 presents background concepts and definitions

of Dew Computing. Section 3 describes the systematic literature reviewmethodology. Section 4 provides a compre‑
hensive literature analysis. Section 5 introduces the taxonomy of Dew Computing. Section 6 discusses applications,
followed by challenges and open issues in Section 7. Section 8 presents critical discussion and future directions,
and Section 9 concludes the paper.
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2. Literature Review
Early researchonDewComputingprimarily focusedonconceptual definition andpositioningwithindistributed

computing hierarchies. Ray [6] provided the initial formalization of Dew Computing as a user‑centric, device‑level
computing paradigm. Wang [5] later refined this model by classifying Dew systems into standalone and collabora‑
tive operational modes, establishing the foundational operational dichotomy in the literature. The notion of “dew
computers” was introduced [8] as physical computing entities operating at the lowest layer of distributed systems,
while Skala et al. [8] further formalized Dew Computing within a hierarchical architecture beneath fog and cloud
layers, emphasizing its role as an extreme‑edge computing layer. Subsequent studies transitioned Dew Computing
from theory to implementation. Gushev [17] proposed a Dew‑based architecture for cyber‑physical systems and
IoT environments, while Gusev [18] demonstrated its applicability in IoT streaming and real‑time data processing
scenarios. More recent work [19] addressed scalability constraints in large‑scale dew deployments, and Sharma et
al. [20] provided a systematic analytical review, confirming Dew Computing as a distinct and emerging distributed
paradigm. Overall, across these foundational studies, Dew Computing is consistently characterized by device‑level
autonomy, offline operability, and reduced dependence on centralized infrastructure [6,8].

2.1. Comparative Paradigm Studies
Pan and Luo [11] conducted one of the earliest systematic comparisons among cloud, fog, and dew computing,

demonstrating that Dew Computing provides advantages in latency‑sensitive and intermittently connected envi‑
ronments. Ahammad et al. [21] extended this analysis by incorporating roof computing, proposing a four‑layer
taxonomy for IoT‑based systems. Gusev [22] critically examined whether Dew Computing should be considered
a subset of edge computing or an independent paradigm, concluding that it is fundamentally distinct due to its
autonomy‑ and offline‑first design principles. Ageed et al. [23] provided a historical evolution from grid and cloud
computing toward fog, edge, and dew computing, positioning Dew Computing as part of a broader shift toward
decentralized computing intelligence.

2.2. State‑of‑the‑Art and Research Challenges
Tyagi [15] presented a comprehensive review of Dew Computing applications in smart systems, healthcare,

sustainable IoT, and AI‑enabled edge intelligence, while identifying key challenges in scalability, interoperability,
and security integration. Roy et al. [24] introduced sustainability‑oriented evaluationmetrics, emphasizing energy
efficiency and environmental impact alongside performance indicators such as latency. Ray [14] revisited the con‑
ceptual evolution of Dew Computing and emphasized the need for standardization, interoperability frameworks,
and industrial adoption to support long‑term scalability and practical deployment.

2.3. Evolution of Dew Computing
Wang et al. [12] described Dew Computing as part of a broader transition toward decentralized Internet com‑

puting paradigms. Ristov et al. [25] formalized Dew architecture as an extension of the client–server model with
cloud as a backend layer, while Patel et al. [26] further characterized Dew Computing as a tightly coupled extension
of cloud systems, emphasizing bidirectional dependency between Dew and cloud layers.

2.4. Dew Computing vs. Edge and Fog Computing
Gusev [22] critically evaluatedwhetherDewComputing is a subset of edge computing and concluded that it is a

distinct paradigmdefined by offline‑first operation and device autonomy. Ahammad et al. [21] compared cloud, fog,
roof, edge, and dew computing within IoT environments and identified Dew Computing as the most decentralized
computing layer. Ageed et al. [23] traced the evolution from grid and cloud computing toward fog, edge, and dew
paradigms, positioning Dew Computing as the endpoint of decentralization in distributed systems.

Based on all the above discussion, Figure 2 illustrates the Cloud–Fog–Dew hierarchy, showing cloud as the
centralized layer, fog as the intermediate processing layer, and dew as the end‑user device layer enabling local exe‑
cution and autonomy. As well as Table 1 shows the Comparison among the Cloud, Fog, Edge, and Dew Computing.
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Figure 2. Cloud‑Fog‑Dew Hierarchy.

Table 1. Comparison of Cloud, Fog, Edge, and Dew Computing.

Computing Paradigm Location of
Computation Latency Scalability Security Features Typical Applications

Cloud Computing [5,6,8] Remote centralized
data centers

High, network‑
dependent Very high

Centralized security;
exposed to network‑based
threats

Big data analytics,
enterprise systems,
cloud storage

Fog
Computing [8,10,17,27,28]

Intermediate nodes
(gateways, routers) Medium Moderate Distributed security with

local filtering
Smart cities, industrial
IoT, traffic systems

Edge Computing [9,17,18] On‑device or
near‑device Low

Limited by
device
capacity

Lightweight device‑level
security

Autonomous vehicles,
drones, healthcare
monitoring

Dew
Computing [11,12,19,20]

End‑user devices
(on‑premises)

Very low,
offline‑capable

High via local
resource
utilization

Privacy‑preserving, local
authentication,
blockchain‑enabled trust
mechanisms

Smart agriculture,
personal IoT, offline
services

2.5. Formal Models and Theoretical Foundations
Gusev andWang [29] proposed a formal implementation‑independent model of Dew Computing aimed at uni‑

fying heterogeneous interpretations under a generalized theoretical framework. Their model emphasizes abstrac‑
tion, hardware independence, and cross‑domain applicability, providing a basis for taxonomy design and standard‑
ization efforts. Earlier, Wang [30] introduced the Cloud–Dew architecture, formally defining dew servers as locally
operating service entities that synchronize with cloud services when connectivity is available, a formulation that
remains widely adopted in subsequent research.

2.6. Dew Computing in IoT and Agriculture
Sarkar et al. [31] investigated Dew Computing in the context of the Internet of Agricultural Things (IoAT),

focusing on localized sensor processing, cloud‑assisted analytics, and improved energy and bandwidth efficiency in
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rural deployments. Sarkar et al. [31] proposed a hybrid dew–edge–cloud cooperative execution model, improving
computational efficiency, reliability throughdistributed task allocation, andoperational flexibility in heterogeneous
IoT environments.

2.7. Cross‑Study Analytical Synthesis
This subsection synthesizes the reviewed studies to provide cross‑paper analytical insights beyond descrip‑

tive reporting. Across the literature, hybrid architectures (Cloud–Dew and Dew–Fog–Cloud) dominate, reflecting a
shift toward cooperative and hierarchical computingmodels. In contrast, fully standalone Dew systems are less fre‑
quently implemented in real‑world scenarios, despite their conceptual importance for offline‑first operation. From
an application perspective, most studies focus on IoT‑driven domains, including smart agriculture, healthcaremon‑
itoring [32], Estimation of Natural Gas Dew Point Temperature [33] and mobile systems. However, these works
commonly lack standardized evaluation frameworks, limiting objective comparison across implementations. A re‑
curring limitation is the insufficient integration of security, privacy, and trustmechanismswithinDewarchitectures.
Moreover, energy efficiency and resource optimization are rarely evaluated under realistic conditions. Overall, the
literature demonstrates strong conceptual development but reveals gaps in unified benchmarking, large‑scale vali‑
dation, and consistent architectural design principles.

3. Research Methodology
This survey adopts a Systematic Literature Review (SLR) methodology to ensure a rigorous, transparent, and

reproducible analysis of Dew Computing research. The methodology follows established guidelines for systematic
reviews in distributed computing and is inspired by previous structured survey frameworks such as Sharma et
al. [20].

3.1. Review Framework and Scope
The review is based on a structured analysis of peer‑reviewed scholarly literature retrieved frommajor digital

libraries, including IEEE Xplore, ACM Digital Library, SpringerLink, ScienceDirect (Elsevier), MDPI, Wiley Online
Library, arXiv, and Google Scholar. The scope is limited to studies published between 2015 and 2026 in which Dew
Computing is explicitly introduced as a primary concept or a significant architectural contribution. The selected lit‑
erature covers key research dimensions including architectural design, application domains, task schedulingmech‑
anisms, and security and privacy considerations in Dew Computing environments. For systematic analysis, the
studies were categorized into four main dimensions:
• Architectural design.
• Application domains.
• Performance objectives.
• Security and privacy considerations.

To ensure methodological rigor, the review employs comparative analysis, taxonomy construction, and struc‑
tured synthesis tables to organize and interpret findings. Additionally, foundational works such as Tyagi [15] and
Ray [14], were included to ensure coverage of core Dew Computing paradigms, while recent studies [21,23], and
domain‑specific applications in healthcare and AI‑enabled systems [32] were used to enhance diversity and depth.

Backward and forward citation tracking was also applied to improve completeness and reduce publication
bias.

3.2. Search Strategy
A structured and reproducible search strategy was employed to identify relevant studies on Dew Computing.

The search was performed across the following databases: IEEE Xplore, ACM Digital Library, SpringerLink, Sci‑
enceDirect (Elsevier), MDPI, Wiley Online Library, arXiv, and Google Scholar. A set of predefined keywords and
Boolean operators was used to ensure systematic coverage of the literature. Core search terms included:
• “Dew Computing”.
• “Cloud–Fog–Dew”.
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• “Local‑first Computing”.
• “Edge–Dew Computing”.
• “Dew‑based Cyber‑Physical Systems”.

These were combined using Boolean expressions such as:
• (“Dew Computing” AND “IoT” AND “Security”).
• (“Dew Computing” AND “Edge Computing”).
• (“Dew Robotics” OR “DewROS2”).

No strict time limitation was applied; however, emphasis was placed on studies published between 2015 and
2026 to capture both foundational and recent advancements.

Study Selection Process

To improve transparency, reproducibility, and systematic rigor, the study selection process should be explicitly
structured as follows: in the stage 1, the Title Screening: A total of 312 papers were excluded at this stage due to
irrelevance toDewComputing or absence of direct conceptual alignmentwithdistributed/decentralized computing
paradigms. While, in the stage 2, the Abstract Screening: From the remaining studies, 89 papers were excluded
because they did not present sufficient technical depth, architectural contribution, or methodological relevance
to Dew Computing frameworks. And then stage 3, the Full‑Text Eligibility Review: An additional 12 papers were
excluded after full‑text evaluation due to incomplete methodological descriptions, lack of performance evaluation,
or absence of measurable validation criteria. After completing all screening stages, the final set of studies was
retained for detailed qualitative and quantitative synthesis.

3.3. Inclusion and Exclusion Criteria
The study selection process was guided by predefined eligibility criteria and systematically applied across all

screening stages to ensure reproducibility, consistency, and reduction of selection bias.
Inclusion Criteria:

• Peer‑reviewed journal and conference papers.
• Studies explicitly addressing Dew Computing or related paradigms.
• Works focusing on architecture, algorithms, applications, or security.
• Publications written in English.

Exclusion Criteria:
• Non‑peer‑reviewed articles, editorials, or blog posts.
• Studies unrelated to Dew Computing or distributed architectures.
• Papers lacking technical depth or evaluation.
• Duplicate publications or extended versions of earlier work.

3.4. Data Extraction and Synthesis
Each selected study was systematically analyzed using a structured data extraction process covering:

• Bibliographic metadata (authors, year, venue, DOI).
• Dew Computing focus (architecture, domain, Dew/Fog/Cloud layer).
• Employed techniques (security, scheduling, resource management, AI/ML).
• Performance metrics (latency, energy, bandwidth, scalability, accuracy).
• Identified research gaps and recommendations.

Synthesis was conducted through:
• Tabular comparison of Cloud, Fog, Edge, and Dew paradigms.
• Thematic analysis of recurring concepts such as decentralization, resilience, low latency, and energy efficiency.
• Quantitative synthesis highlighting performance improvements attributable to Dew Computing.
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3.5. Analysis Approach
The final analysis employed:

• Comparative evaluation to assess Dew Computing advantages over other paradigms.
• Gap analysis to uncover unresolved challenges in security, resource management, and AI integration.
• Trend‑based recommendations to identify promising directions for future research.

Thismethodological framework ensures a rigorous, replicable, and comprehensive review of the DewComput‑
ing landscape, providing both theoretical insight and practical relevance.

3.6. PRISMA‑Inspired Flow Diagram
The study selection process follows a PRISMA‑inspired framework to ensure transparency and reproducibility.

The workflow includes identification, screening, eligibility, and inclusion phases as shown in Figure 3, as well as
the following.
• Total records identified: 1,050.
• Records after duplicates removed: 650.
• Records screened: 650.
• Records excluded: 400.
• Full‑text articles assessed: 250.
• Full‑text articles excluded: 122.
• Studies included in qualitative synthesis: 128.
• Studies included in quantitative synthesis: 90.

Figure 3. PRISMA Flow Diagram.

This studymay be subject to selection bias due to database coverage limitations. Additionally, publication bias
may affect the representation of negative results in the surveyed literature.
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4. Applications of Dew Computing
Dew Computing has emerged as a distributed computing paradigm designed for real‑time processing, local

autonomy, resilience, and reduced cloud dependency. It enables computation closer to data sources while main‑
taining controlled integration with fog and cloud layers. Unlike earlier descriptive studies, this section organizes
applications into a structured taxonomybased ondomain, dew role, and systembenefit to improve analytical clarity.
Table 2 shows the summary of Dew Computing Applications.

Table 2. Executive Summary of Dew Computing Applications.

Domain Dew Role Key Benefit References

Industrial & Process
Systems

Neural‑based dew‑point estimation,
predictive modeling for industrial
gas/process control

Improves safety by preventing
hydrate formation and operational
instability

Ghanbari et al. [33], Hernandez‑Torres et
al. [34], Haji‑Savameri et al. [35],
Daneshfar et al. [36], Khan et al. [37],
Kaydani et al. [38]

IoT & Cyber‑Physical
Systems

Local control, preprocessing,
edge–dew coordination for IoT/CPS
environments

Ultra‑low latency, real‑time
processing, reduced offloading cost

Mishra et al. [39], Savyanavar and
Ghorpade [40], Rajareddy et al. [41],
Mahapatra et al. [42], Zhang et al. [43]

Hybrid Computing
Architecture, Scheduling &
Resource Management
(Cloud–Fog–Edge–Dew
Systems)

Cloudlet–fog–edge–dew architectural
integration, task scheduling, resource
allocation, benchmarking, and system
optimization across distributed layers

Improved scalability, optimized
workload distribution, reduced
latency, and efficient resource
utilization in hybrid computing
environments

Pan et al. [44], Ganesh et al. [45], Moussa
and Alazzawi [46], Pinzón Castellanos [47],
Alkhudhayr and Ardah [48]

Security, Cryptography &
IoT Implementation in Dew
Systems

Cryptographic protocol analysis,
authentication schemes, and
IoT‑based Dew computing system
implementations for secure
cyber‑physical environments

Improved authentication security,
enhanced cyber‑physical protection,
and secure Dew‑enabled IoT
deployments

Cao and Liu [49], Chukwuocha et al. [50],
Jeyaraj et al. [51], Amjad [52]

Healthcare & Home Care
Local patient data processing,
personal health record (PHR) support,
monitoring systems

Privacy preservation, low latency,
real‑time monitoring

Salam et al. [32], Medhi and Hussain [53],
Manocha et al. [54], Manocha et al. [55],
Khan et al. [56], Risteska Stojkoska et
al. [57], Dabbs et al. [58], Becker et al. [59]

Smart Environments &
Cities

Edge–dew integration, local analytics
for smart infrastructure

Energy efficiency, resilience,
reduced cloud dependency

Sojaat and Skalaa [9], Dogo et al. [60], Lipić
and Skala [61], Andriulo et al. [62], Mane
et al. [63]

Mobile & Consumer Devices
On‑device computation and
cache‑based processing in
smartphones and consumer devices

Energy efficiency, improved
responsiveness

Mane et al. [63], Hirsch et al. [64],
Adhikary et al. [65], Mateos et al. [66]

Cloud–Fog–Dew Integration Hierarchical task distribution across
cloud, fog, and dew layers

Optimized scheduling, reduced
latency

Ahammad et al. [67], Wang and Skala [68],
Lynn et al. [69], Srivastava et al. [70], Axak
et al. [71]

Cybersecurity &
Authentication

Dew‑based intrusion detection, Zero
Trust and secure authentication
models

Enhanced trust, localized security
enforcement

Frincu [72], Mishra et al. [73], Verma and
Sohani [74], Singh and Mishra [75], Ma et
al. [76]

Edge Applications &
Services

Dew‑enabled applications for disaster,
healthcare, and smart systems

Improved resilience, decentralized
data validation

Kar et al. [77], Harris and Wang [78],
Simpson and Quist‑Aphetsi [79], Ghosh
and Nath [80]

Energy & Environmental
Systems

Dew‑based environmental modeling,
dew point and climate optimization
systems

Energy savings, optimized resource
utilization

Beysens et al. [81], Ghosh et al. [82], Cui et
al. [83], Lekouch et al. [84]

Robotics & Vehicular
Systems

Autonomous dew nodes for robotics,
UAVs, and vehicular systems

Low latency, fault tolerance,
autonomous decision‑making

Stanco et al. [85], Dey et al. [86],
Ghosh [87], Stanco et al. [88]

Machine Learning & AI Edge–dew learning models (ANN,
ESN, reinforcement learning, ANFIS)

Real‑time prediction and adaptive
intelligence

Moussa and Alazzawi [89], Valladares et
al. [90], Alizamir et al. [91], Qasem et
al. [92], Mohammadi et al. [93],
Mohammadi et al. [94]

Blockchain Systems Lightweight distributed ledgers and
trust mechanisms on dew nodes

Tamper resistance, secure
distributed trust

Karmakar et al. [95], Wang and Gusev [96],
Alorf [97], Wang [98]

Research & Education
Simulation platforms and
experimental testbeds for dew
computing systems

Validation and prototyping of dew
architectures Wang and Skala [68], Plakhteyev et al. [99]

Scientific Computing CFD and physical simulation models
at dew level

Reduced cloud dependency, local
computation efficiency Beysens et al. [81]

Agriculture & Smart
Farming

IoT sensing, UAV monitoring, smart
irrigation systems

Real‑time monitoring, improved
resource efficiency Ghosh et al. [82], Dey et al. [86]

Multimedia & IoT Systems On‑device media processing, caching,
and IoT content distribution

Reduced latency and bandwidth
usage Gusev [18], Roy et al. [100]

Figure 4 illustrates an IoT and cyber‑physical system architecture where dew nodes perform local computa‑
tion, reducing latency and improving system resilience through partial cloud synchronization.
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Figure 4. IoT and Cyber‑Physical Systems.

Figure 5 presents a vehicular dew computing architecture (AdHocVDew), where mobile dew nodes interact
with fog and cloud layers to support low‑latency vehicular communication and mobility‑aware computing.

Figure 5. Dew‑Enabled Vehicular Networks (AdHocVDew).

Figure6 shows a hybridmachine learning–dew framework for intrusion detection using deep learningmodels
such as LSTM‑AE and CNN, enabling real‑time anomaly detection at the edge.

183



Journal of Intelligent Communication | Volume 05 | Issue 01

Figure 6. Hybrid ML‑Dew Framework for Intrusion Detection.

Figure 7 illustrates a dew‑enabled robotics architecture (DewROS/DewROS2), highlighting local task execu‑
tion, reduced cloud dependency, and distributed control in robotic systems.

Figure 7. Dew Robotics Architecture (DewROS/DewROS2).

Figure 8 demonstrates application‑specific implementations of Dew Computing in agriculture, smart cities,
and environmental monitoring, emphasizing domain adaptation and real‑time responsiveness.
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Figure 8. Dew Computing for Agriculture and Smart Cities.

Figure 9 presents predictive modeling approaches for dew‑point estimation using soft computing techniques
such as neural networks, extreme learning machines, and genetic programming.

Figure 9. Predictive Modeling for Dew‑Point Estimation.
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The reviewed applications confirm that Dew Computing effectively supports offline‑first and latency‑sensitive
environments. However, most implementations remain domain‑specific and lack generalizable design frameworks.
In addition, performance benchmarking and cross‑domain adaptability are insufficiently addressed.

5. Challenges and Open Issues
Despite its numerous advantages, Dew Computing faces several significant challenges that limit its large‑scale

adoption and full operational maturity:

5.1. Security and Privacy
End‑device intelligence introduces vulnerabilities such as physical tampering, decentralized trust manage‑

ment, and exposure of sensitive data. Ray [6] emphasized these risks, while distributed security mechanisms in
Dew environments [101–103] further highlight the need for robust encryption, access control, and localized intru‑
sion detection. These challenges are further exacerbated by the heterogeneity of Dew nodes and their exposure to
untrusted environments, which increases the attack surface compared to centralized systems. To provide a clear
overviewof known security challenges and possible solutions using blockchain, federated learning, and othermeth‑
ods as shown in Table 3.

Table 3. Security Challenges and Solutions in Dew Computing.

Challenge Threat Type Mitigation Technique

Data interception [7] Eavesdropping/Man‑in‑the‑middle attacks End‑to‑end encryption, secure communication protocols
Unauthorized access [8,9] Identity theft, credential compromise Lightweight authentication schemes, multi‑factor authentication
Distributed denial of service
(DDoS) [10,11] Service disruption Traffic monitoring, rate limiting, federated intrusion detection
Privacy leakage [9,12] Exposure of sensitive user data Data anonymization, differential privacy, blockchain‑based access control
Malware injection [8,11] Device‑level compromise Anti‑malware agents, code integrity verification
Resource misuse [10,13] Unauthorized computational exploitation Resource allocation policies, secure task offloading in dew‑fog‑cloud

environment
Network partitioning [11,14] Communication failure between layers Localized decision‑making at dew layer, redundancy, decentralized protocols

Figure10 provides a visual representation of howblockchain, federated learning, and other securitymeasures
protect dew nodes and IoT devices, emphasizing a layered defense architecture that mitigates both internal and
external threats in distributed environments.

5.2. Scalability and Performance
Managing large‑scale heterogeneous Dew nodes presents a critical scalability issue. Gusev [19] and subse‑

quent studies [104–106] noted that resource coordination, task distribution, and system responsiveness can de‑
grade as the network grows. This degradation becomes more pronounced under high mobility and dynamic work‑
load conditions, where real‑time decision‑making is required across distributed nodes.

5.3. Interoperability and Standardization
The absence of unified protocols and reference architectures across Dew–Fog–Cloud layers remains a barrier.

Wang [5], Skala et al. [8], and other works [11, 25, 26, 29, 30] emphasize the need for standardized frameworks
to enable seamless integration and predictable operations. The lack of standardization also limits cross‑platform
compatibility and increases system integration overhead in heterogeneous environments.

5.4. Resource Constraints and Energy Efficiency
Dew devices, particularly smartphones and IoT nodes, suffer from limited battery life, memory, and compu‑

tational capacity. Hirsch et al. [64] and others [30, 64, 107, 108] stress the importance of energy‑aware design,
efficient task allocation, and sustainable operation. Energy constraints are further intensified by continuous sens‑
ing, communication, and local processing requirements inherent in Dew paradigms.
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Figure 10. Security and Privacy in Dew Computing.

5.5. Scheduling and Load Balancing
Traditional scheduling approaches are insufficient for Dew environments due to dynamic workloads and mo‑

bility. Javadzadeh et al. [108] and further studies [64,107] highlight the need for new mathematical models and
adaptive scheduling strategies to optimize task execution. Table 4 summarizes MRU/FRU caching, task offloading,
and scheduling techniques in Dew‑enabled systems.

Table 4. Resource Management Techniques for Dew Systems.

Technique Target Resource Advantage Limitation

MRU/FRU Caching [8,14] Computational & storage
resources

Reduces latency, improves local
resource utilization

May lead to cache misses for
unpredictable workloads

Task Offloading to Fog/Cloud [9] CPU/GPU cycles Balances load, minimizes device
energy consumption

Network dependency may increase
latency in low‑connectivity scenarios

Mobility‑Aware Scheduling [10,11] Mobile dew devices
(vehicles, drones)

Ensures task continuity in dynamic
networks

Complex scheduling logic, requires
real‑time monitoring

Priority‑Based Workflow
Scheduling [12,14] CPU/GPU cycles, memory Optimizes important or time‑critical

tasks May starve low‑priority tasks

Dynamic Node Allocation [9,11] Computational nodes in
Dew–Fog–Cloud stack

Efficient utilization of available nodes,
reduces congestion

Overhead in frequent reallocation
decisions

Hybrid Learning‑Based Resource
Management [15]

CPU, memory, network
bandwidth

Adapts to changing workloads,
improves overall system performance

Requires training data and processing
overhead

These scheduling challenges are further complicated by unpredictable node availability and intermittent con‑
nectivity in real‑world deployments.
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5.6. Paradigm Confusion and Conceptual Overlap
The distinction between Dew and Edge Computing remains unclear. Gusev [22] and Pan and Luo [11] noted

overlapping concepts, which complicates system design and theoretical understanding. This conceptual ambiguity
also affects the development of unified frameworks and slows down academic consensus on system boundaries.

5.7. Reliability, Offline Support, and Network Dependency
Ensuring dependable operation during intermittent connectivity and minimizing internetwork dependency

without compromising consistency remains challenging [14,109]. Maintaining data consistency in offline‑first sce‑
narios remains a critical unsolved issue in highly distributed Dew environments.

5.8. Integration with Emerging Technologies
Incorporating AI, ML, and blockchain into Dew systems is desirable but increases complexity and may affect

latency and resourceusage [110,111]. Additionally, integrationoverheadmay counteract the low‑latency advantage
that Dew Computing aims to achieve.

5.9. System Complexity
Heterogeneousnodemanagement,multi‑layer orchestration, anddiverse application requirements exacerbate

complexity [15,112,113]. This complexity introduces significant challenges in system debugging, monitoring, and
lifecycle management.

5.10. Sustainability
Optimizing energy consumption and environmental impact in Dew Computing is essential for long‑term via‑

bility [24]. Sustainability concerns also extend to large‑scale deployment of battery‑powered edge and Dew nodes,
requiring greener computing strategies. The Summary of theDewComputing Challenges, and open issues as shown
in Table 5.

Table 5. Summary: Dew Computing Challenges.

Challenge Description

Security & Privacy [16] Local vulnerabilities, trust management, and sensitive data handling
Scalability [17] Coordination and resource management of large numbers of Dew nodes
Standardization [18] Lack of unified frameworks and reference architectures
Energy Efficiency [19] Battery, CPU, and memory limitations; sustainable operation
Scheduling & Load Balancing [20] Dynamic task allocation for mobile and heterogeneous nodes
Paradigm Confusion [21,22] Ambiguity between Dew and Edge computing
Reliability & Offline Support [3,23] Offline operation and minimizing network dependency
Emerging Tech Integration [24,25] AI, ML, blockchain incorporation with low latency
System Complexity [26] Multi‑layer orchestration and diverse node management
Sustainability [27] Energy and environmental impact optimization

This analysis indicates that despite diverse architectural approaches, there is no consensus on standardized
design or evaluation criteria. This fragmentation limits interoperability and slows the transition from conceptual
models to real‑world deployments.

6. Dew Computing Landscape: Taxonomy and Classification
Dew Computing has evolved as a distinct layer in distributed computing, bridging local devices with fog and

cloud infrastructures. Multiple taxonomies and classification schemes have been proposed to capture its struc‑
tural, functional, architectural, and sustainability dimensions, reflecting its increasing heterogeneity and applica‑
tion scope.

6.1. Structural Taxonomy
Foundational classification by Wang [5] distinguishes Dew systems based on autonomy and collaboration:

Standalone Dew Systems—Fully autonomous, offline‑capable devices, in addition to Collaborative Dew Systems—
Dew nodes synchronized with cloud or fog layers. Skala et al. [8] further integrated Dew Computing as a structural
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layerwithin hierarchical distributed architectures, highlighting its role inmulti‑layered computing systems. This in‑
tegration formally positions Dew as the closest computational layer to end‑users in the Cloud–Fog–Dew continuum.
The structural taxonomy is shown in Table 6.

Table 6. Structural Taxonomy.

Category Description Ref

Standalone Dew Independent operation Wang [5]
Collaborative Dew Cloud/Fog synchronized Wang [5], Skala et al. [8]
Hierarchical Dew Integrated into multi‑layer systems Skala et al. [8]

Ahammad et al. [21] expanded the IoT computing taxonomy into four layers: Cloud, Fog, Roof, and Dew, while
Ageed et al. [23] positioned Dew as the final stage of computing decentralization. Wang et al. [12] framed Dew
within the broader evolution of Internet computing paradigms. Collectively, these works emphasize Dew Comput‑
ing as an essential terminal layer in hierarchical distributed architectures. To illustrate the evolution of the Dew
Computing paradigm, Figure 11 presents a historical timeline from early Dew Computing proposals to recent IoT
and AI‑integrated architectures, highlighting key milestones in its development.

Figure 11. Timeline of Dew Computing Development.

6.2. Functional Classification
Based on Wang and Leblanc [114], Dew Computing can be categorized functionally as:

• Web in Dew (WiD): SaaS/SaaP services embedded in Dew nodes.
• Device‑Centric Dew: User hardware serving as primary computational units.
• Service‑Oriented Dew (DaaS): Dew‑as‑a‑Service model [101].

Sustainability‑aware Dew introduces an additional classification dimension [24]:
• Performance‑Oriented Dew—Optimized for computational efficiency.
• Energy‑Aware Dew—Designed for low power consumption.
• Sustainable Dew—Balances performance with environmental impact.

The classification of functional and sustainability aspects of Dew systems is shown in Table 7, while Table 8
illustrates the Expanded Layered Model of Dew systems.
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Table 7. Functional & Sustainability Classification.

Dimension Category Ref

Service Model DaaS Singh et al. [101]
System Goal Sustainable Dew Roy et al. [24]
Security Model Secure Dew Architecture Ray and Skala [115]
Application Focus Drone‑based Dew Mukherjee et al. [116]

Table 8. Expanded Layered Model.

Model Layer Layer Function Ref

Dew User devices Autonomous processing Wang et al. [12], Ahammad et al. [21]
Roof Near‑user aggregation Local coordination Ahammad et al. [21]
Fog Network edge Regional processing Ahammad et al. [21]
Cloud Data centers Centralized analytics Pan and Luo [11], Ageed et al. [23]

This layeredabstraction reinforcesDewComputing as the closest computational tier to end‑user environments,
enabling localized intelligence and reduced dependency on centralized infrastructure.

6.3. Architectural Taxonomy and Models
Architectural variantshighlightDew’s integrationwith cloudandedgeparadigms: StandaloneDewComputing—

Fully independent offline computing [14,117], Cloud–DewArchitecture—Cooperative cloud‑synchronizedDewsys‑
tems [103], and the Dew–Fog–Cloud Architecture Multi‑layer hybrid models [32,54]. The architectural models of
Dew systems are detailed in Table 9.

Table 9. Architectural Models.

Model Description Ref

Formal Dew Model Abstract, implementation‑neutral Gusev and Wang [29]
Cloud–Dew Local Dew servers synchronized with cloud Wang [30]
Edge–Cloud–Dew Hierarchical hybrid computing Yu [112]
Cloud–Fog–Dew Multi‑layer orchestration Gordienko et al. [113]
Serverless Dew Infrastructure‑less execution Gusev [105]

Moreover, Table 10 presents application‑specific architectural models.

Table 10. Application‑Specific Models.

Model Function

Dew‑enabled Agriculture [31,118,119] Localized IoT computation for farm management
Hybrid Dew–Edge–Cloud [31] Collaborative task execution
Reinforcement Learning‑based Dew Scheduling [120,121] AI‑driven task distribution
Mobile Edge DewMicroservices [122] Q‑learning‑based microservice execution

6.4. Emerging Functional Perspectives
Local Computation & Services:

• Task execution at device level [64,108].
• Data caching for offline access [106,117].
• Security services including IDS, blockchain, and privacy preservation [98,101,103].
• Simulation and performance modeling [102].

Serverless and Device‑less Dew Computing:
Gusev [105] introduces serverless and device‑less Dew computing, which eliminates dependence on fixed in‑

frastructure, enabling:
• Opportunistic computation.
• Infrastructure‑less execution.
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• Adaptability in disconnected or highly dynamic environments.
Industry 5.0 Applications:
Subbiah et al. [104] position Dew Computing within Industry 5.0 paradigms, emphasizing:

• Human‑centric system design.
• Decentralized resilience.
• AI‑driven local autonomy.

The analysis highlights a lack of consensus on standardized design and evaluation criteria across existing ar‑
chitectural approaches. This fragmentation significantly constrains interoperability and delays the transition from
conceptual models to scalable real‑world implementations.

7. Case Studies and Practical Use Cases
The practical deployment of Dew Computing across multiple domains demonstrates its feasibility, effective‑

ness, andmeasurable impact on latency reduction, local autonomy, and distributed intelligence. These case studies
collectively validate Dew Computing as a viable complementary paradigm to Cloud and Fog architectures.

7.1. IoT, CPS, and Multimedia Applications
Applications of IoT, CPS, and multimedia systems using Dew Computing are summarized in Table 11.

Table 11. IoT, CPS, and Multimedia Applications.

Case Study Domain Key Outcome Ref

Dew‑based CPS IoT/CPS Improved responsiveness and real‑time processing Gushev [17]
IoT Streaming Dew Server Multimedia IoT Reduced latency in media delivery Gusev [18]
Smart Living Environments Smart Homes Enhanced user‑centric autonomy Sojaat and Skalaa [9]

These applications demonstrate that Dew Computing significantly improves real‑time responsiveness by shift‑
ing computation closer to data generation sources.

7.2. Healthcare, Security, and Mobile Systems
Healthcare, security, and mobile applications of Dew Computing are summarized in Table 12.

Table 12. Healthcare, Security, and Mobile Systems.

Case Domain Outcome Ref

Healthcare Monitoring Medical IoT Secure, low‑latency local processing Salam et al. [32]
Intrusion Detection Cybersecurity Faster detection of anomalies Singh et al. [101]
Smartphones as Dew Nodes Mobile Systems Feasible on‑device execution Hirsch et al. [64]
Real‑time IoT Scheduling Industrial IoT Deadline‑aware task execution Javadzadeh et al. [108]

Theseuse caseshighlight the critical role ofDewComputing in enablingprivacy‑preserving and latency‑sensitive
applications in healthcare and security domains.

7.3. Specialized IoT and Drone Use Cases
Specialized IoT and drone‑based applications are summarized in Table 13.

Table 13. Specialized IoT and Drone Use Cases.

Case Domain Result Ref

DewDrone IoDT Reliable UAV operations with local processing Mukherjee et al. [116]
DewMusic Music IoT Efficient crowdsourcing and low‑latency content handling Roy et al. [100]
Asthma Prediction CPS Healthcare Early detection of respiratory conditions Manocha et al. [55]
Indoor Health Monitoring Smart Buildings Localized anomaly detection Manocha et al. [54]
Blockchain Dew Node FinTech/IoT Lightweight decentralized computation Chukwuocha et al. [50]
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These applications demonstrate the adaptability of DewComputing inmobility‑intensive and real‑time critical
environments.

7.4. Advanced Dew Platforms and Frameworks
Advanced platforms and frameworks are summarized in Table 14.

Table 14. Advanced Dew Platforms and Frameworks.

Case Study Domain Contribution Ref

DC‑Health Healthcare IoT Offline diagnostics for patient monitoring Medhi et al. [117]
DewDrone Drones Delay‑tolerant UAV IoT operations Mukherjee et al. [116]
DewMusic Multimedia Crowdsourced music IoT platform Roy et al. [100]
Vehicular Dew Transportation Low‑latency vehicular data processing Zhao et al. [106], Khatua et al. [123]
Secure Dew Hotspots Networking Secure local computing architecture Sahoo et al. [103]
Formal Dew Model Theory Generalized framework for Dew Computing Wang et al. [29]

7.5. Smart City, Industry, and Elderly Care
Applications in smart city infrastructure, industrial systems, and assisted living environments are summarized

in Table 15.

Table 15. Smart City, Industry, and Elderly Care.

Case Study Domain Contribution

Smart Parking [112] Smart City Low‑latency urban service delivery
MedGini [100,124] Healthcare Sustainable Dew‑enabled health monitoring
Industry 5.0 Dew [104] Industry Human‑centric decentralized manufacturing
Elderly Care Ecosystem [113] Ambient Assisted Living (AAL) Non‑obtrusive on‑device care systems
Cognitive Dew Health [125] Healthcare AI Enhanced disease prediction using local computation

7.6. Agriculture, IoT, and Edge Integration
Agricultural and IoT‑integrated Dew applications are summarized in Table 16.

Table 16. Agriculture, IoT, and Edge Integration.

Case Study Domain Contribution Ref

Consumer Electronics IoAT Agriculture Dew‑enabled IoT devices for sustainable farming Sarkar et al. [31]
Hybrid Dew–Edge–Cloud IoT Cooperative computational grid for multi‑tier execution Sarkar et al. [31]
Task Scheduling via RL Hybrid IoT AI‑driven resource optimization Sanabria et al. [120]
Smart Tomato Storage Agriculture Zone‑wise local Dew‑layer computation Kasera and Acharjee [118]
Sustainable Agriculture Agriculture Real‑time processing and decision‑making Singh et al. [119]
Dew‑IoT Agriculture System Agriculture Sub‑platform localized computation for IoT Bera et al. [126]

Across these domains, Dew Computing consistently improves real‑time decision‑making and reduces reliance
on centralized cloud resources.

7.7. Workflow and Resource Management Analysis
Figure 12 illustratesMRU/FRU caching, task offloading, and scheduling across Dew–Fog–Cloud nodes, empha‑

sizing performance optimization and energy efficiency in distributed environments.
Table 17 presents a workflow analysis of a Cloud–Dew application, showing task distribution across layers

along with processing time, data transfer, and observed latency.

7.8. Performance Evaluation and Comparative Analysis
Table 18 compares key performance metrics across Cloud, Fog, and Dew Computing, highlighting latency,

bandwidth efficiency, energy consumption, and scalability.
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Figure 12. Resource Management in Dew‑Enabled Systems.

Table 17. Workflow Analysis of Cloud–Dew Application.

Task Layer (Dew/Fog/Cloud) Processing Time (ms) Data Transfer (MB) Observed Latency (ms)

Sensor Data Acquisition [5,6] Dew 5 0.5 6
Local Preprocessing & Filtering [6,8] Dew 15 0.2 17
Edge Aggregation [8,17] Fog 30 5 35
Machine Learning Inference [9,10] Cloud 120 20 150
Feedback/Control Signal [5,8] Dew 10 0.1 11
Data Storage & Backup [10,18] Cloud 80 50 100
Anomaly Detection [8,17] Dew/Fog 25 2 28

Table 18. Performance Evaluation and Comparative Analysis.

Metric Cloud Computing Fog Computing Dew Computing Improvement with Dew Ref.

Latency (ms) 150–250 50–100 5–20 Up to 95% reduction Wang [5]; Ray [6]; Skala
et al. [8]

Bandwidth Utilization High Moderate Low 40–60% reduction Wang [5]; Skala et
al. [8]

Energy Consumption (per
node) High Moderate Low 30–50% savings Skala et al. [8];

Gushev [17]
Response Time (s) 1–2 0.5–1 0.05–0.2 80–95% faster Ray [6]; Skala et al. [8];

Gushev [17]
Resource Usage Efficiency Centralized Semi‑distributed Local computation Up to 3× improvement Skala et al. [8]; Sƽojat

and Skala [10]

Reliability/Fault Tolerance Moderate High
Very High
(autonomous/self‑
healing)

Increased resilience
Skala et al. [8]; Sojaat
and Skalaa [9], Sƽojat
and Skala [10]

Scalability Cloud‑dependent Edge‑limited Hybrid flexible
scaling User‑level scalability Sojaat and Skalaa [9],

Sƽojat and Skala [10]

Overall, this comparative analysis quantitatively confirms thatDewComputing significantly outperformsCloud
and Fog paradigms in latency reduction, energy efficiency, and localized resource optimization.

In addition to providing a more structured and comparative evaluation of existing Dew Computing studies, a
quantitative analysis is conducted across representative works. The comparison considers key performance and ar‑
chitectural attributes, including latency behavior, energy efficiency, offline capability, dataset characteristics, and

193



Journal of Intelligent Communication | Volume 05 | Issue 01

identified limitations. This analysis highlights the heterogeneity of existing approaches and reveals the absence of
standardized benchmarking practices across studies. It also emphasizes thatwhilemost architectures achieve accept‑
able performance in isolated scenarios, there is limited evidence of consistent evaluation under unified experimental
conditions. The Comparative Analysis of representative Dew Computing Studies is summarized in Table 19.

Table 19. Comparative Analysis of Representative Dew Computing Studies.

Study Architecture Type Application Domain Key Limitation Research Gap Identified

Wang [30]. Gusev and Wang [29] Standalone Dew General Systems Limited real‑world validation Need for deployment studies
Ray [6,14] Cloud–Dew IoT Systems Weak security mechanisms Trust‑aware architectures
Skala et al. [8], Sƽojat and Skala [10] Dew–Fog–Cloud Hybrid Distributed Systems High system complexity Simplified architecture models
Zhang et al. [106] Edge–Dew Integration Smart Agriculture Limited scalability analysis Large‑scale performance

evaluation

The case studies demonstrate the practical feasibility of Dew Computing under controlled conditions. Never‑
theless, challenges related to scalability, interoperability, and standardized evaluation persist, particularly in large‑
scale and heterogeneous environments.

8. Insights and Future Directions
Based on the reviewed literature, Dew Computing is transitioning from a conceptual distributed computing

paradigm into a deployable and scalable architecture with practical adoption across IoT, CPS, healthcare, indus‑
trial systems, and emerging intelligent infrastructures. This evolution is driven by increasing demand for ultra‑low
latency processing, offline capability, and decentralized intelligence at the network edge.

8.1. Key Insights
The analysis reveals that Dew Computing is not merely an extension of Edge or Fog computing but represents

a distinct architectural paradigm emphasizing user‑level autonomy, offline resilience, and decentralized service
continuity. This distinguishes it fundamentally from latency‑optimized edge models and cloud‑dependent hybrid
systems.
• Dew Computing is a fundamental enabler for ultra‑low latency, offline‑capable, and near‑device processing

systems in distributed environments.
• It operates as a complementary layer rather than a replacement for Cloud and Fog Computing, forming a hier‑

archical multi‑layer computing continuum.
• It is inherently alignedwith IoTandCPS evolution, enabling localizeddecision‑making andautonomous system

behavior.
• Dewsystems are increasingly integratedwithAI techniques, enabling intelligent edge‑level inference and adap‑

tive processing.
• Mobile and resource‑constrained devices are emerging as primary Dew execution environments, supporting

service‑oriented models such as Dew‑as‑a‑Service (DaaS).
• Healthcare remains a dominant application domain, particularly for privacy‑preserving, real‑time monitoring

and distributed medical analytics.
• Dew Computing is expanding toward blockchain, UAV systems, and creative computing domains, indicating

convergence with decentralized and intelligent technologies.
• Energy efficiency and sustainability are becoming core design objectives in next‑generation Dew architectures.
• Security, trust management, and decentralized authenticationmechanisms are critical enablers for large‑scale

Dew deployment.
Overall, these insights indicate that Dew Computing is evolving into a foundational layer for intelligent dis‑

tributed systems rather than a peripheral extension of edge computing.

8.2. Research Gap
To systematically summarize the limitations identified across the reviewed literature, a consolidated research

gap analysis is presented. This synthesis highlights recurring methodological, architectural, and evaluation defi‑
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ciencies in existing DewComputing studies. The identified gaps serve as the foundation for defining future research
directions and emerging opportunities in the field. Table 20 illustrates the Research Gaps and Recommended Di‑
rections in Dew Computing.

Table 20. Research Gaps and Recommended Directions in Dew Computing.

Research Area Observed Limitation Impact on Field Recommended Direction

Standardization Lack of unified frameworks and
benchmarks

Prevents fair comparison across
studies

Development of standardized
evaluation metrics

Security & Privacy Weak integration of trust and security
models Risk in real‑world deployment Design of secure Dew architectures

with trust management
Scalability Most studies limited to small‑scale

experiments Restricts industrial adoption Large‑scale real‑world deployment
studies

Interoperability Fragmented architectures across systems Limits cross‑platform integration Hybrid and interoperable Dew
frameworks

Energy Efficiency Limited evaluation under realistic
conditions Reduces sustainability assessment Energy‑aware Dew computing models

Real‑world Validation Heavy reliance on simulation
environments Gaps between theory and practice Deployment in real IoT and CPS

environments

8.3. Future Research Directions
Based on the above synthesis, several critical research gaps are identified:

• Lack of standardized benchmarking frameworks for Dew systems.
• Limited integration of security and privacy mechanisms.
• Insufficient large‑scale real‑world deployment studies.
• Poor interoperability across heterogeneous environments.
• Limited focus on energy‑efficient Dew architectures.

8.3.1. AI‑Driven and Intelligent Dew Systems

Future Dew systems are expected to be deeply integrated with artificial intelligence techniques:
• Development of Dew‑native AI architectures leveraging federated learning and distributed model training.
• Cognitive Dew systems for healthcare diagnostics, smart environments, autonomous robotics, and adaptive

decision‑making frameworks [125,127].
• Lightweight on‑device inference models optimized for constrained Dew nodes.

8.3.2. Energy Efficiency and Sustainability

Energy‑aware design is a critical research direction for large‑scale Dew deployment:
• Energy‑aware Dew architectures incorporating predictive energy consumption models for IoT and mobile de‑

vices [128].
• Development of green Dew computing frameworks focusing on reduced carbon footprint and sustainable re‑

source utilization [24].
• Integration of renewable energy–powered Dew nodes in distributed environments.

8.3.3. Standardization and Interoperability

A major barrier to adoption is the lack of standardized frameworks:
• Development of unified Dew–Fog–Cloud integration standards and formal APIs.
• Definition of clear conceptual and architectural boundaries between Dew and Edge Computing to reduce am‑

biguity [29,30].
• Creation of interoperability frameworks for heterogeneous IoT and CPS ecosystems.

8.3.4. Security, Privacy, and Trust Management

Security remains a core research challenge in Dew environments:
• Security‑by‑design Dew architectures supporting decentralized trust management and authentication [115].
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• Integration of blockchain and federated learning for secure distributed computation.
• Privacy‑preserving analytics for sensitive domains such as healthcare and smart cities.

8.3.5. Emerging Applications and Paradigms

Dew Computing is expanding into several high‑impact application domains:
• Autonomous UAV and robotic systems leveraging local real‑time Dew computation.
• Industry 5.0 environments enabling human‑centric, resilient, and decentralizedmanufacturing systems [104].
• Serverless and infrastructure‑less Dew architectures for rural, remote, and intermittently connected environ‑

ments [105].
• Dew‑enabled digital twins for real‑time monitoring, simulation, and predictive analytics [103,116].

Table 21 shows the gaps of the research and the Future Directions in Dew Computing.

Table 21. Research Gaps and Future Directions in Dew Computing.

Gap Potential Solution Research Focus

Limited AI/ML integration for predictive
scheduling

Hybrid ML, reinforcement learning, predictive
analytics

Optimized task offloading and dynamic resource
allocation in Dew environments

Security vulnerabilities in distributed Dew
networks

Blockchain, federated learning, lightweight
encryption

Authentication, intrusion detection, privacy
preservation

Lack of benchmarking standards Simulation frameworks and experimental
testbeds

Comparative evaluation of latency, energy, and
scalability

Limited real‑world deployments Pilot studies and industrial validation Smart cities, vehicular networks, industrial automation
Energy efficiency challenges Energy‑aware scheduling and

renewable‑powered nodes Carbon reduction and operational efficiency
Interoperability limitations Standard APIs and protocol definitions Seamless integration in hybrid computing architectures
Task distribution uncertainty in robotics Adaptive and intelligent scheduling algorithms Latency reduction and reliability improvement in

autonomous systems

8.4. Summary of Emerging Trends
As summarized in Table 22, emerging trends in Dew Computing include the integration of IoT, edge and fog

computing, artificial intelligence, and blockchain technologies. Current research focuses on intelligent resource
management, enhanced security, real‑time processing, and decentralized service delivery across various domains,
including healthcare, agriculture, transportation, and smart environments, demonstrating the increasing maturity
and practical adoption of Dew Computing.

Table 22. Summary of Emerging Trends.

Trend Description Ref.

AI‑enabled Dew On‑device intelligence and cognitive processing Salam et al. [32], Singh et al. [101], Afaq and
Manocha [125], Manocha and Masoodi [127]

Mobile Dew Platforms Smartphones and IoT devices as primary computing nodes Hirsch et al. [64], Singh et al. [101]
Service‑Oriented Dew DaaS and localized SaaS integration Singh et al. [101]
Healthcare‑Centric Dew Real‑time, privacy‑preserving medical monitoring Salam et al. [32]
Sustainable Dew Systems Green computing and energy‑aware architectures Roy et al. [24], Longo et al. [128]
Security and Blockchain Integration Trust management and decentralized security frameworks Wang [98], Ray and Skala [115]
Serverless Dew Computing Infrastructure‑less and opportunistic computation Gusev [105]
Industry 5.0 Systems Human‑centric decentralized manufacturing Subbiah et al. [104]
Dew‑based Digital Twins Real‑time predictive modeling and monitoring systems Salam et al. [32], Singh et al. [101], Afaq and

Manocha [125], Manocha and Masoodi [127]

9. Conclusions
Dew Computing hasmatured from a conceptual extension of cloud–fog–edge paradigms into a practical decen‑

tralized computing model that emphasizes local‑first execution, offline capability, and seamless synchronization
with higher‑tier infrastructures. This survey highlights its growing relevance in enabling resilient, low‑latency, and
user‑centric computing across distributed environments. The analysis of architectures such as cloud–dewanddew–
fog–cloud demonstrates that integrating local device intelligence with hierarchical computing layers significantly
improves system responsiveness, fault tolerance, and operational efficiency. These advantages make Dew Com‑
puting particularly suitable for latency‑sensitive and connectivity‑constrained domains, including IoT ecosystems,
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cyber‑physical systems, smart infrastructure, healthcare, and autonomous systems. Despite these advancements,
several challenges remain unresolved. Key issues include the lack of standardized frameworks, interoperability
constraints across heterogeneous environments, and the need for more robust security and privacy mechanisms.
Additionally, efficient resource orchestration and energy‑aware computation remain critical for large‑scale adop‑
tion. Recent research trends indicate increasing reliance on machine learning, federated learning, blockchain, and
lightweight cryptographic techniques to enhance task scheduling, trust management, and decentralized decision‑
making. However, empirical validation in real‑world large‑scale deployments is still limited. In brief, Dew Comput‑
ing represents a significant step toward fully decentralized and resilient computing ecosystems. Its integrationwith
emerging technologies positions it as a promising foundation for next‑generation distributed systems. Future re‑
search should prioritize standardization, scalable security frameworks, and practical deploymentmodels to bridge
the gap between theoretical development and industrial adoption.
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