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ABSTRACT
An intelligent reflecting surface (IRS) is an array that consists of a large number of passive reflecting elements. Such a device possesses the potential to extend the coverage of transmission in future communication networks by overcoming the effects of non line-of-sight propagation. Accordingly, to present the case for utilizing IRS panels in future wireless networks, in this paper, we analyze a multi-user downlink network aided by IRS. In particular, by using a realistic 5G channel model, we compare the performance of the IRS-aided network with a decode and forward (DF) relay-aided scenario and a network without IRS or relay. Our analysis revealed the following: (i) At best, communication aided by a DF relay with perfect channel state information (CSI) could match the performance of the IRS-aided network with imperfect CSI when the channel estimation error was high and the number of users was large. (ii) IRS-aided communication outright outperformed the DF relay case when the transmit power was high or the number of users in the network was low. (iii) Increasing the number of elements in an IRS translated to greater quality of service for the users. (iv) IRS-aided communication showed better energy efficiency compared with the other two scenarios for higher quality of service requirements.
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1. Introduction
With the increasing number of vehicles equipped with computing technologies and wireless communication devices, vehicular communication is developing into a potential area for standardization, development, and research. Numerous applications are made possible by vehicle-to-vehicle (V2V) communications, including security, real-time traffic condition, blind crossing prevention, safety, dynamic route planning, and collision prevention[1]. Vehicular communications can be utilized for a wide variety of secure and non-secure applications, enabling value-added services like automated toll collection, vehicle well-being, improved route selection, area-based services like finding the nearest convenience store, restaurant, or travel destination, as well as a wide range of entertainment applications[2]. In the last decade, a wide range of applications have been developed to address different issues and problems that have surfaced as a result of smart automobiles[3–5]. With the introduction of new applications and the broadening of the domain, there arises security threats as well. The security threats in vehicular communications can be broadly categorized as confidentiality, non-repudiation, data integrity and availabilit. Different approaches have been highlighted to mitigate different types of security threats that arise in vehicular communication. ARTICLE INFO
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The traditional techniques of data encryption are not feasible for a dynamic environment where the receiver as well as the source both are in motion. Although these methods tend to provide the necessary security but are unable to meet the demands of a dynamic environmen. In addition, the traditional approaches tend to require a sophisticated end-system with the capability to decrypt the received message. Both the sender and the receiver are in need of considerable computational power to perform these sophisticated encryption-decryption techniques. The vehicular system tends to be a lot simpler with limited computational power. Thus, making the traditional approach to be much less undesirable, especially in terms of computational power and processing time[6–9].
Physical layer security (PLS), on the other hand, is introduced to mitigate the drawbacks associated with traditional security techniques. The PLS considers the random behavior and reciprocity of the channel to provide security. It does not require the need for either complex encryption or the computational ability of the transceivers. Nevertheless, security at the physical layer (PL) is largely provided by using either a key-less or a key-based approach. The key-less based PLS is better as it does not require any additional cost of computation at the receiver. However, we need to be aware of the exact location of the devices for information to be disseminated without any security concerns. Besides, it also requires perfect channel state information (CSI) to be effective. In the case of a key-based PLS technique, a secret key is generated to be exchanged between the source and the receiver before the actual information is sent.
Recently, reflecting intelligent surfaces (RIS) are playing an important role in the next generation of wireless communication. The RIS has passive reflecting elements (RE) that can scatter the incident signal in a particular direction in such a way as to increase the signal strength in one direction while lessening it in the other direction. The individual elements can be controlled by adjusting the phase shift angle using phase. In, the RIS is used in symbiotic radio (SR) for introducing channel diversity for secret key generation. The authors propose a heuristic, as well as a deep reinforcement learning-based, approach to controlling the switching of the RIS-assisted phase shift matrices.
The PL secrete key generation (SKG) is a reasonable alternative for accomplishing one-time-pad encryption in wireless communication systems. Nevertheless, due to the obvious lack of channel time-variation in a static environment, the secret key rate is low. The SKG scheme assisted by a reconfigurable intelligent surface (RIS) with discrete phase shifts can be used to overcome this limitation. In this method, the phases of the RIS are rapidly and randomly adjusted by the legitimate nodes to construct the dynamic time-varying channel. The channel coefficients generated as a result are used for the SKG. Furthermore, by modifying the RIS phase switching time, the secret key rate can be optimized.
The RIS, unlike the traditional relay base station (BS), has the dual capability, i.e., it acts as a signal booster as well as a signal diminisher. It has the capability to redirect the signal by adjustment of the RE called meta-surface element. This can be done by phase adjustment as well as the angle of incidence of the signal at the transmitter. These features allow a RIS to concentrate the signal in one direction while completely blocking the signal in the nearby vicinity. Thus, even if the eavesdropper is near the legit vehicle, the signal-diminishing property of the RIS will not allow the eavesdropper to receive the signal. The vehicular environment is dynamic as well as time-constrained due to the mobile nature of the vehicle. The RIS is a potential candidate for exchanging secure information, without delays due to computation. The signal diminishing features minimizes the leakage of information to a potentially malicious user.
2. Related Work
The concept of key generation and KGR in vehicular ad-hoc networks (VANETs) based scenario, using PLS techniques has not been exploited. The security techniques are mostly based on the public key encryption mechanism or for a key-less based PLS. Most of the existing literature is focused on KGR for a static environment.
Secure communication in VANETs is mostly done by using public key encryption for authenticity and security. The authors in have highlighted the main factors that are a threat during the authentication process. They have proposed various methodologies in this regard to ensure authentication such as trusted parties and authentication of roadside units (RSUs), using cooperative key exchanges in VANETs.
The authors of have focused on the quantization of the secret key generation process, by reviewing the existing schemes in the public domain and associated performance metrics i.e., randomness and entropy of keys. Their preliminary findings show that received signal strength (RSS)-based algorithms do not perform efficiently for the proposed vehicular stochastic wireless model. Hence, they are not able to satisfy the typical low latency required in safety-related broadcasting messaging, resulting in a higher key mismatch.
The authors of have worked on a multi-layer cluster-wise key generation for securing communication for a highly dense VANET-based environment. They have divided the entire VANETs into clusters, where they have considered that every cluster will have its own separate RSU for key generation and distribution. The concept of public key encryption is used at the RSU to generate keys.
The authors of have proposed a batch authentication scheme to provide high-level security by evading communication with the eavesdropper vehicle. Along with this, the batch authentication scheme is also used at roadside units (RSUs) to lessen the authentication burden while performing the authentication process in congested areas, by producing a batch of keys at each RSU. The key exchange process is kept anonymous. The concept of public key encryption is used for generating the keys at the RSUs after the registration process. The authors have not taken into consideration the fact that an RSU can be used as a malicious RSU.
Authors have provided a discrete phase shift SKG approach. To introduce channel randomness of the wireless channel in a static environment and produce secret keys, the authors propose a higher SKR than that of SKG schemes based on the artificial random signal.
The problem of key generation in the IRS-assisted multiple-input single-output (MISO) system is addressed. The authors investigated the correlation between the CSI of eavesdroppers and legitimate users. After analysis, the expression of the upper bound of the secret key rate under a passive eavesdropping attack was derived.
The authors of also proposed a wireless key generation architecture using a RIS, which is based on randomized channel responses for a static environment, using a single sub-carrier, the IRS-assisted prototype system achieves a KGR of 97.39 bps with a 6.5% key disagreement rate (KDR) after quantization. The authors of have investigated secure communication in IRS-assisted networks having multiple passive eavesdroppers. The one-time password (OTP) secret keys were provided using random phase shifting of a RIS in an encrypted data transmission methodology. The KGR was calculated assuming that all eavesdroppers were located near the sender. In addition, they have proposed an optimal time slot allocation algorithm to maximize the rate of secure communication.
The authors of proposed an IRS-assisted key generation methodology, against multiple correlated eavesdroppers. The system’s secret key capacity is maximized by optimizing an IRS’s reflection coefficient matrix. They devised and solved an optimization problem to find the best IRS configuration using semi-definite relaxation (SDR) and the convex-concave procedure (CCP). They concluded that the same secret key capacity can be obtained by reducing the number of transmitting antennas while increasing the number of IRS elements, resulting in lower antenna hardware costs. The numerical outcomes are compared to MRT and IRS with random phase shifts. 
3. Our Contributions
From the literature, it can be observed that most of the existing research is considered a static environment, where the channel is mostly static. This characteristic limits the key generation rate. This is not the case for vehicular communications, where the mobility factor tends to change the distance constantly. Although mobility introduces diversity in the reciprocity of a channel, moving devices can almost share the same CSI. None of the existing literature has addressed the problem of a dynamic environment where there are multiple mobile eavesdroppers. To the best of our knowledge, the concept of using a set of RIS elements in directing the information signal has not been considered, especially for a dynamic environment for increasing the key generation rate. The main contributions of our research are summarized as follows.
· We introduced diversity in the SKGR, by taking a set of consecutive reflecting elements (RE) of a passive-RIS into consideration as a subset. These subsets constantly change with each successive communication introducing variations in the possible number of keys that can be generated for a VANET-based environment.
· A mobile environment for communicating vehicles is considered in the presence of multiple eavesdroppers.
· The proposed methodology is based on four different types of subsets. The first considered subset consists of 3 RE, then the second includes 4 RE, the third one incorporates 5 RE, and, finally, the last one comprises a random subset of REs.
· In the proposed method, DPS is executed for a dynamic scenario, as the system model is developed for VANETs that consist of moving vehicles. In the DPS methodology, all phases of the RE of an RIS are adjusted. In the proposed methodology, consecutive RE subsets of the RIS are partitioned into different subsets, for redirecting the information signal. (The proposed scheme is in contrast to the DPS of a static environment for KGR).
· An implementation of discrete phase shift methodology of a static environment is simulated for a vehicular environment for comparing it with the proposed methodology.
The rest of the paper is organized as follows. The next section represents the overall system model developed for the above-laid-out scenario, followed by the theoretical analysis. Finally, based on the theoretical analysis, simulations are conducted in the simulation section. The last section concludes the paper.
4. System Model
The basic steps involved in SKG using which the source and destination can secure their information are, channel probing (CP), Quantization scheme (QS), verification of Keys exchanged, and key exchange process.
· Channel Probing: In this step, the characteristics of a channel are gathered by the legitimate communicating vehicles. For our model, we are considering the received signal strength (RSI) as channel characteristics. Training signals are exchanged in this step to establish the channel conditions between the communicating vehicles based on the received signals. The training symbols are exchanged as probing signals for a duration of Δt. The receiving vehicle instantly replies upon receiving the training signal. Since we are considering a dynamic environment, i.e., where the vehicles are in motion, Δt is kept very small, i.e., 1 s.
· Quantization Scheme: In this step, the communicating vehicles adopt the same quantization scheme. This is done to quantify the channel for obtaining the initial keys. The measured channel characteristics are quantized into bits.
· Verification of Keys Exchanged: In this step, the verification of the exchanged keys is done, as the communication is taking place in a wireless environment where factors, such as interference, may result in errors or bit inconsistency during the initial key exchange process. It is a form of error correction between the communicating vehicles to ensure that the generated keys are identical.
· Key Exchange: During this step, the keys are exchanged between the communicating vehicles. There are chances that the eavesdropper might be able to tap into the communication process, for which a universal hashing scheme can be utilized to minimize the chances of eavesdropping.
The basic concept of channel reciprocity for secret key generation is exploited for the key generation at the physical layer. We have assumed multiple eavesdroppers in the transmission range of the destination. Thus, as the vehicles are in motion for a specific time interval Δt, the signal values and channel conditions for the communicating vehicles remain unchanged for a single slot. The eavesdroppers in the vicinity of the receiving vehicles have full access to the channel and can intercept any kind of signal within receiving range. We have introduced the RIS as a passive relay for channel diversity and to generate different codes in the same time interval. For diversification in channel randomness, we exploit the different sets of meta-surface elements of the RIS. Thus, the signals that are incident on the different sets of meta-surfaces have different transmission paths and phase shifts due to the angle of incidence from the source.
The generic properties of the RIS state that if the signal is boosted in one direction, then it can diminish the signal in the opposite direction such that it will be received as a noise signal at the eavesdropper. Exploiting this nature of the RIS, even if the eavesdropper is aware of a key agreement taking place between the source and the legitimate receiver, it cannot acquire information about the actual keys being shared. The introduction of RIS further introduces randomness in the channel, making it more difficult to intercept the messages, communicated between the concerned parties. We consider time division duplex (TDD) as a mode of communication and ergodic block fading model to keep the channel gains constant for the duration of a slot.
We consider a vehicular-based scenario where there is a V2V-based communication. The model consists of multiple passive eavesdroppers, as depicted in Figure 1. Here, the RIS is considered as a passive relay denoted by R. The destination is represented by D and the eavesdropper is represented by E.
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Figure 1. System model for an increase in secrete key generation using RIS as a passive relay.
Figure 2 represents a set of 4 reflectors among 16 for an RIS. The angular distance between the source and destination is kept different, i.e., a random value between 1–16 m, and the angle of incidence is also taken as a random value between 0–2π. The noise values here are kept minimum to see the effects on KGR for a constantly varying distance. It can be observed from Figure 2, the KGR constantly changes due to the fluctuation in distance between the source and destination. With a minimum noise value, the rate of key generation increases up to 2.5 bps, while at the lower distances, the KGR is minimum to 1.15 bps for a worst-case scenario. This is due to a number of factors. One of the major factors that result in an increase is the distance between the legitimate vehicle and the eavesdropper vehicle, i.e., the distance of the eavesdroppers both from the source and the destination. The larger the distance, the better the KGR. Similar to the distance are the noise values at the eavesdropper, which also improves the KGR at the legitimate vehicles. As the model incorporates an RIS, thus, the phase shift also plays a major role in increasing the KGR. The number of REs that are covered during the phase shift also has a significant effect on the KGR.


Figure 2. Considering a set of 4 reflectors per group, varying the distance between source and destination, while keeping noise constant.
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