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Abstract: The advancement of artiϐicial intelligence has enabled the creation of highly realistic synthetic media
raising serious concerns about misinformation, identity manipulation, and digital security. As these technologies
continue to evolve and become more accessible the potential misuse of manipulated media increases signiϐicantly
making it easier to spreaddeceptive content across digital platforms. This growing threat highlights the urgent need
for reliable and efϐicient deepfake detection techniques capable of identifying manipulated content and limiting its
potential societal and technological impact. Deep Learning (DL) has emerged as a promising solution for automat‑
ically identifying manipulated multimedia content. In this study, we harnessed Transfer Learning (TL) techniques
to ϐine‑tune and evaluate the performance of seven different DLmodels including EfϐicientNetB5, XceptionNet, Efϐi‑
cientNet3D, Vision Transformer (ViT), CrossViT, ViViT, and CoAtNet. These models were trained and evaluated on
three widely used deepfake detection datasets: FaceForensics++, the DeepFake Detection Challenge (DFDC), and
CelebDF. Our experimental results demonstrate that hybrid approaches combining Convolutional Neural Networks
(CNNs) with Vision Transformer‑based architectures outperform individual models in detecting manipulated me‑
dia. Furthermore, the ϐindings indicate that models trained on the FaceForensics++ and DFDC datasets exhibit
stronger generalization capabilities when applied to previously unseen deepfake samples.
Keywords: Deepfake Detection; Transformers; Convolutional Neural Networks; Hybrid Models; FaceForensics;
DFDC; CelebDF

1. Introduction
Synthetic media commonly referred to as deepfakes are digital media that are generated or altered utilizing

artiϐicial intelligence algorithms to manipulate visual or auditory information in a realistic manner [1]. They have
received signiϐicant attention in contemporary research due to their capability to inϐluence and misinform by gen‑
erating fabricated and misleading digital media. While a deepfake may have recreational or harmless uses, it also
poses signiϐicant risks if exploited for malevolent purposes such as generating persuasive deceptive media to in‑
ϐluence public perception, provoke violence, or manipulate election results [2–4]. Furthermore, given the advance‑
ment of artiϐicial intelligence and the easy access to sophisticated editing tools the generation of synthetic media
has become easier even for users without expertise [5]. This facilitates the generation of extremely persuasive
deepfakes that accurately simulate real content.

The scholarly community has presented new AI‑driven networks for the identiϐication of deepfakes which
attempt to mitigate the challenges caused by synthetic media [6–9]. Nevertheless, a notable problem associated
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with existing synthetic‑media identiϐication networks is their limited generalization capacity [1,7]. This indicates
that such identiϐication systems perform effectively when handling deepfakes originating from the same dataset on
which they were trained. However, they ϐind it difϐicult to attain satisfactory results when confronted with deep‑
fakes produced utilizing different techniques than those utilized for training.

Previous studies have proposed numerous carefully developed machine learning networks for deepfake iden‑
tiϐication along with innovative methodologies for training such as comprehensive feature encodings, cross‑modal
learning frameworks, and data augmentation and have assessed these networks on standard deepfake benchmarks.
However, considering the large number of scientiϐic articles, it has become difϐicult to determinewhich frameworks
produce ideal ϐindings and which data sets are most efϐicient in promoting resilient network effectiveness thereby
improving generalization to unseen datasets. Considering these factors, we argue that an in‑depth investigation
that aggregates a wide range of advanced neural network frameworks trained and evaluated across several well‑
knowndeepfake benchmarks in a consolidatedmanner is essential for obtaining amore comprehensive insight into
this problem. We contend that this evaluative study possesses the capability to reveal signiϐicant ideas for deter‑
mining optimal frameworks and datasets to improve the performance of synthetic media identiϐication. It can also
aid in tackling the issue of network generalization in the ϐield of deepfake identiϐication.

In this research, we perform an extensive comparative analysis of multiple well‑known deep learning models
to evaluate their performance in identifying synthetic media. Our principal goal is to determine which of these
networks has the potential for outstanding results on unseen data sets and can generalize well. The architectures
chosen in our research include CNN‑based networks, Transformer‑based networks and hybrid networks which are
trained on three deepfake identiϐication benchmarks and assessed under both inter‑dataset and intra‑dataset con‑
ditions. Additionally, we assess the difϐiculty of each dataset to examine whether more challenging datasets lead
to enhanced generalization on unfamiliar data. In summary, our research seeks to offer insights into diverse as‑
pects such as evaluating the complexity of various benchmarks for algorithm training identifying the dataset that
most effectively supports generalization to unseen samples determining the most efϐicient architecture for identi‑
fying deepfakes within the set of architectures evaluated and identifying the network with the greatest capability
to generalize to novel datasets.

The remainder of this research is organized as follows: Section “Related Work” provides a survey of existing
research on deepfake identiϐication. Section “Methods and Materials” describes the dataset and the proposed ar‑
chitecture. Section “Results” presents the ϐindings and Section “Discussion” analyzes and interprets the results.
Section “Conclusion” summarizes our analysis and suggests directions for future research.

2. RelatedWork
Recently, a considerable number of studies on forgery content identiϐication have been conducted. The ma‑

jority of research employs Convolutional Neural Network architectures trained on extensive datasets to identify
deepfake content. These studies also utilize various techniques such as spatiotemporal feature analysis [10], multi‑
modal fusion [11], biological signal extraction [12], hybrid architectural designs [13,14], and data augmentation
techniques [15] aiming to enhance the generalization capabilities of the models. In the following, we review some
recently proposed approaches aswell as several well‑known forgerymedia detection studies. We decided to review
research that exhibits similarities with ours concentrating on common elements like the datasets utilized to assess
and train the proposed networks and the choice of identiϐication networks.

Rössler et al. [16] introduced FaceForensics in 2019 a dataset designed for synthetic media identiϐication.
It comprises more than 1.5 million altered images and has been made publicly accessible. Utilizing the dataset,
the authors performed a thorough evaluation of various data‑driven deepfake identiϐication approaches. These
approaches comprised modern deep learning frameworks such as XceptionNet [17] and MesoNet [18] as well as
conventional machine learning models (SVMs) trained on manually crafted features. Through a comprehensive
analysis the authors found that a baseline deep convolutional neural network XceptionNet surpasses other evalu‑
ated networks for classifying low‑quality compressed images. The authors further showed that humans perform
worse than data‑driven networks in identifying synthetic media. Nonetheless, the research lacks an inter‑dataset
evaluation of the frameworks which could provide insight into their ability to generalize to unseen and varied con‑
texts.

Cheng et al. [19] introduced a synthetic media identiϐication framework by emphasizing temporal features in
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videos to exploit inconsistencies between consecutive images. For analyzing temporal information they utilized a
hybrid convolutional‑recurrent framework comprising a Convolutional Neural Network (CNN) for feature extrac‑
tion and a Bidirectional Recurrent Neural Network (BRNN) to process temporal dependencies in video frames.
Speciϐically, two CNN architectures DenseNet [20] and ResNet [21] are investigated for extracting deep features.
The framework also incorporates a purposefully designed preprocessing procedure for facial images prior to net‑
work input. The frameworkswere evaluated using thewell‑knownFaceForensicsmanipulatedmedia identiϐication
dataset [16] achieving excellent performance in an intra‑dataset evaluation setting. Similar to the previous study
the research does not include a cross‑dataset evaluation of the frameworks.

Ciftci et al. [22] proposed using biological signals (e.g., photoplethysmography (PPG)) instead of traditional
image features to train their networks to identify subtle variations in motion and color in RGB videos. The authors
use a Support Vector Machine (SVM) and a Convolutional Neural Network (CNN) to generate predictions on the
extracted features which are then combined to produce a ϐinal classiϐication result. The proposed identiϐication
approach for synthetic media achieved encouraging results when evaluated on two different datasets namely Face‑
Forensics [16] and CelebDF [23] utilizing inter‑dataset and intra‑dataset settings.

Zhu et al. [24] proposed an architecture for synthetic media identiϐication that employs three‑dimensional
facial structural features. The researchers demonstrated that the combination of direct illumination features and
three‑dimensional identity texture greatly improved identiϐication while enhancing the network’s capacity to gen‑
eralize. The identiϐication network was trained using both extracted face frames and their corresponding three‑
dimensional features. Xception was used for deep feature extraction. The paper also presents a comprehensive
analysis of multiple feature combination techniques. The designed framework was trained on FaceForensic++ [16]
dataset and then tested on other benchmarks: DFDC [25], Google Deepfake Detection Dataset [26] and FaceForen‑
sic++. The reported assessment metrics demonstrated encouraging outcomes across all three datasets emphasiz‑
ing the network’s strong generalization performance compared to earlier proposed forged video identiϐication ap‑
proaches.

Wang et al. [27] presented a Multi‑modal Multi‑scale Transformer network that analyzes patches of various
dimensions todetect local anomalies in an input frameacrossmultiple spatial scales. Multi‑modalMulti‑scale Trans‑
former also uses RGB information in conjunction with frequency‑domain information via a sophisticated cross
modality merging module to identify tampering‑related artifacts more effectively. Through comprehensive eval‑
uations researchers demonstrate the efϐicacy of Multi‑modal Multi‑scale Transformer and show that their network
surpasses state‑of‑the‑art forged media identiϐication networks by signiϐicant degrees.

Coccomini et al. [28] suggested a video‑forged media identiϐication network based on a hybrid‑transformer
framework. Researchers utilized EfϐicientNet as an extractor of features. The features are subsequently utilized to
train 2 distinctmodels of ViT networks: Convolutional‑CrossViT and Efϐicient‑ViT. The result demonstrated that the
network consisting of ViT and EfϐicientNet‑B0 feature extractor attained the highest performance metrics relative
to the other networks that they evaluated.

Zhao et al. [29] proposed an explainable Temporal‑Spatial Video Transformer (STVT) for manipulated video
identiϐication. Thepresentednetwork integrates anovel decomposed self‑subtractionmechanismalongwith spatio‑
temporal self‑attention to capture temporal discrepancies and tampering‑related spatial artifacts. STVT can also
depict the distinctive areas for both temporal and spatial dimensions by utilizing the relevance distributionmethod.
Comprehensive experiments on various benchmarks were carried out demonstrating a high performance of STVT
in both inter‑dataset and intra‑dataset manipulated media identiϐication and proving the robustness and efϐicacy
of the proposed network.

Ramadhani et al. [30] proposed a spatiotemporal method for deepfake video detection based on analyzing
spatial and temporal information across video frames. The authors ϐirst extracted 25 facial landmark regions from
each video and then applied a combination of Depthwise Separable Convolution (DSC) and Convolutional Block
Attention Module (CBAM) to capture discriminative spatial features. These features were then processed using a
Video Vision Transformer (ViViT) to model spatiotemporal inconsistencies indicative of deepfake manipulations.
The approach was evaluated on the Celeb‑DF dataset and demonstrated effective discrimination between real and
manipulated videos.

Through this review of existing studies it is apparent that the scientiϐic community extensively utilizes deep‑
learning networks alongside other methods to develop efϐicient and robust manipulated content detectors. How‑
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ever, upon thorough review of the published research most prior works evaluate models under different experi‑
mental conditions such as varying dataset splits, preprocessing techniques, or evaluation metrics making direct
comparisons between approaches difϐicult and limiting the ability to extract insights that could guide the develop‑
ment of stronger and more effective architectures. In addition, many works evaluate models only on familiar or
in‑distribution data which provides limited insight into their robustness and generalization capabilities. Moreover,
prior work utilizes different datasets making it challenging to select a dataset from which models can learn most
effectively and generalize well to unseen data. To tackle this, we examine several commonly utilized models in the
literature on forgery video identiϐication. We also use well‑known benchmark datasets for experimentation and
aim to determine which benchmarks provide the optimal generalization abilities for the networks.

3. Materials and Methods
This section presents the complete processing steps carried out in this research for evaluating and training the

networks, as shown in Figure 1. The pipeline begins with data preprocessing where we use the Mediapipe [31] to
detect facial landmarks from the extracted frames. All detected faces are then cropped around the center and resized
to 224×224 pixels before being input into the networks for training. We use pretrainedmodels on ImageNet, andwe
remove the last layer and add a new linear classiϐication head. For evaluation, the networks are assessed in twoways:
intra‑dataset and inter‑dataset. In intra‑dataset evaluation, networks are testedon the samedataset theywere trained
on. For example, a network trained on the FaceForensics dataset is tested on the FaceForensics evaluation set. The
key goal of intradataset assessment is to determinewhich network attains the best accuracy in comparisonwith other
networks on each dataset and to gain insights into which benchmark is easier or more challenging for the networks
to learn. In interdataset testing, networks are trained on a benchmark and tested on another benchmark; for example,
a network trained on FaceForensics is assessed on CelebDF and DFDC. The purpose of interdataset assessment is to
evaluate how efϐiciently the training dataset enables networks to generalize to unseen datasets and to examine how
well the models perform on these datasets.

Figure 1. Flow diagram of the steps followed for training and testing the networks.

3.1. Dataset
In this research, we assess and train multiple neural network architectures on three commonly used forged

video identiϐication benchmarks: FaceForensics [16], DFDC [25], and CelebDF [23]. All three benchmarks consist
of synthetic and real videos, where synthetic ones are produced through different deepfake creation techniques.

• FaceForensics [16] is a large‑scale dataset of modiϐied facial frames, containing over one million frames. This
dataset contains 1,000 genuine videos collected from YouTube. These authentic videos were altered using four
face manipulation techniques, which include traditional computer graphics‑based techniques (FaceSwap [32],
Face2Face [33]) andneural network‑basedapproaches (NeuralTextures [34], Deepfakes [35]), to generate forged
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videos. For each technique, 1,000 forged videos were produced. The dataset also contains two compressed for‑
mats of videos, with varying quality levels: high‑quality (HQ) videos and low‑quality (LQ) videos. In our experi‑
ments, the networks are evaluated on the low‑quality (LQ) subset of the dataset.

• Deepfake Detection Challenge (DFDC) dataset [25] consists of approximately 128,000 videos of which
roughly 104,000 are synthetic. The synthetic videos were generated using ϐive facial manipulation tech‑
niques: StyleGAN [36], FSGAN [37], NTH [38], MM/NN, and Deepfake Autoencoder [39]. A randomly chosen
subset of videos was subjected to a basic sharpening post‑processing procedure to enhance the perceptual
quality of the videos. The DFDC dataset also comprises videos that have experienced audio manipulation.
Nevertheless, in this work audio features are not utilized to assess or train our networks.

• CelebDF [23] is a large‑scale fake video dataset, containing over two million frames. It consists of 5,539 deep‑
fake videos and 590 original videos. The authentic videos were obtained from publicly accessible YouTube
content, including interviews of 60 celebrities with different distributions in ethnicity, age, and gender. The
deepfake videoswere produced using a sophisticated deepfake synthesismodel [40,41]which enhances the vi‑
sual resolution of the generated videos by replacing the facial features of a personwith those of another across
all 60 subjects.

3.2. Model
We examined a diverse set of deep learning models categorized into transformer‑based, CNN‑based, and hy‑

brid architectures chosen for their strong performance on the ImageNet benchmark or in deepfake detection tasks.
Additionally, in the CNN–ViT combination, we evaluated the use of single and dual CNNs as feature extractors.

3.2.1. CNN‑Based Architectures

• XceptionNet [17] is a deep convolutional neural network framework derived from Google’s Inception archi‑
tecture [42]. The XceptionNet model replaces standard Inception modules with depthwise separable convolu‑
tional layers in which spatial convolutions are applied independently to each channel followed by pointwise
(1×1) convolutions to combine information fromdifferent channels. This factorization reduces the number of
trainable parameters as well as computational cost while still being able to capture spatial and channel‑wise
correlations effectively. The model comprises three ϐlows: an entry ϐlow that gradually reduces the spatial
dimensions and increases the depth of features, a middle ϐlow composed of a number of depth‑wise separable
convolution layers to extract deep features, and an exit ϐlow to generate high‑level features for image classiϐi‑
cation tasks. This design improves the efϐiciency of the network and reduces overϐitting on unseen datasets.
Figure 2d illustrates the network architecture. The choice of the XceptionNet algorithm for analysis in this
research lies in its strong performance reported in the literature on deepfake detection [16,25,43].

• EfϐicientNetB5 [44] is a variant of the EfϐicientNet family of convolution neural network (CNN) structures.
EfϐicientNetB5 employs a compound scaling approach that proportionally scales the depth, width, and reso‑
lution of the network by using a composite coefϐicient. This scaling enables the network to balance between
high precision and computational capability. The architecture is built upon mobile inverted bottleneck (MB‑
Conv) blocks along with squeeze‑and‑excite optimization to further enhance its performance and parameter
efϐiciency. We chose to examine this model in our analysis study because of its successful results in the Google‑
sponsored Deepfake Detection Challenge (DFDC) competition [25]. Due to its successful results in detecting
subtle manipulations in the facial images of the DFDC dataset we would like to examine the capabilities of this
model in our study.

• EfϐicientNet3D [45] is a video classiϐication network built upon the same scaling principles as the baseline
EfϐicientNet framework [44] but it is speciϐically developed to operate on three‑dimensional datasets like 3D
medical scans and videos. These networks utilize three‑dimensional convolutions in place of two‑dimensional
layers for feature extraction. In addition, EfϐicientNet3Dnetworks typically utilize a sufϐicient number of layers
which enables them to capture intricate spatial and temporal patterns in 3D datasets. EfϐicientNet3D networks
have been used for numerous computer vision applications such as image segmentation, action recognition,
and video classiϐication [46]. An example of 3D and 2D convolutions is illustrated in Figure 2e. We opted
to utilize the EfϐicientNet3D network for our research because (1) it has demonstrated strong performance
in analyzing dynamic patterns in video data and (2) we wanted to investigate whether temporal information
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in a video‑based model enhances deepfake detection compared to image‑based approaches. We chose the
EfϐicientNet3D network pretrained on 8 frames from each video to carry out our experiments.

Figure 2. Model Architectures used in this study. (a) Vision Transformer architecture, (b) 2CNN‑ViT hybrid model,
(c) CrossViT model, (d) XceptionNet, (e) 3D and 2D convolutions, (f) ViViT, (g) CoAtNet.
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3.2.2. Transformer‑Based Architectures

• Vision Transformer (ViT) [47] is a deep learning architecture inspired by transformers which are originally
used for NLP tasks. In computer vision, ViT was introduced as a foundational transformer‑based framework
for image recognition applications [48]. Vision Transformer uses self‑attention mechanisms to analyze visual
information. Its coremethodology involves dividing an image into ϐixed‑size patches, ϐlattening them and then
projecting these embeddings into a lower‑dimensional embedding space. Positional encodings are added to
preserve spatial information also a classiϐication token is prepended to the sequence before processing it by
the transformer encoder. This allows the network to learn relationships among different regions of the image
and capture global contextual information efϐiciently. Due to its state‑of‑the‑art performance compared to
certain traditional convolutional neural networks on large‑scale image classiϐication benchmarks we choose
to examine the performance of Vision Transformer for our analysis of deepfakes. Speciϐically, we evaluate and
train the ViT‑Base model for the identiϐication of deepfakes. Figure 2a presents the architecture of a vision
transformer.

• CrossViT [49] is a variant of the Vision Transformer architecture that introduces a dual‑branch design oper‑
ating at different patch scales to compute image embeddings. The cross‑scale attention mechanism enhances
feature representation by allowing interactions between different resolutions and enabling complementary
learning across them. Such multi‑scale designs improve the model’s capacity to capture ϐine‑grained local
patterns and global semantic context simultaneously giving greater ϐlexibility to model objects with varying
sizes. The CrossViTmodel achieves comparable performance to state‑of‑the‑art image classiϐication networks
and in some cases outperforms standard Vision Transformers [50]. Beyond image classiϐication, CrossViT has
achieved outstanding results for object detection and image segmentation tasks [50]. Figure 2c illustrates the
dual‑branch architecture and cross‑attention interaction in CrossViT. Due to its efϐiciency in capturing local
details that are limited in standard ViTs and outstanding performance on ImageNet we employ CrossViT for
deepfake identiϐication and analyze its performance relative to other participating networks.

• VideoVisionTransformer (ViViT) [51] is a video classiϐication network built upon the transformer structure.
ViViT employs self‑attention across temporal and spatial dimensions instead of relying solely on convolutional
operations or the 2D spatial attentionmechanism used in the Vision Transformer for image classiϐication. The
Video Vision Transformer framework adjusts the transformer structure traditionally utilized for image iden‑
tiϐication to capture temporal and spatial representations from a series of image‑wise segments. This is per‑
formed by expanding attention operation from 2D spatial domain to a three‑dimensional spatiotemporal vol‑
ume. Like the ViT network, the Video Vision Transformer utilizes positional encodings and linear projections
to encode the positions of the derived tokens. In the original ViViT paper [51], researchers experimented with
several transformer variants. Among various methods, the factorized encoder, which computes spatial and
temporal attention independently within eachmodule, was observed to perform best in terms of accuracy and
efϐiciency; therefore, we adopt this factorized spatiotemporal design in this research. Factorized spatiotempo‑
ral operation is shown in Figure 2f. We choose to assess ViViT for synthetic video identiϐication and compare
it with the 3D CNN‑based video recognition model EfϐicientNet3D. We also use the eight‑images‑per‑video
version of ViViT network, as with EfϐicientNet3D network.

3.2.3. Hybrid Architectures

• CNN+ViT is a hybrid architecture that combines convolutional neural networks (CNNs) and Vision Transform‑
ers (ViTs) for image recognition tasks. The CNN serves as a feature extractor, generating hierarchical repre‑
sentations from the input image. These feature maps are then reshaped into a sequence of tokens and input
into the ViT module, where self‑attention mechanisms capture long‑range dependencies and correlations be‑
tween different image regions. Unlike traditional classiϐication approaches that rely on handcrafted features
or fully connected classiϐiers, the transformer‑based classiϐier assigns dynamic importance to each feature to‑
ken through attention, enabling more discriminative and robust decision‑making. In this work, we evaluate
three feature fusion strategies: Xception + ViT, EfϐicientNet + ViT, and 2CNN + ViT (where features from both
XceptionNet and EfϐicientNetB5 are fused and passed to the ViT). Figure 2b illustrates the architecture of the
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2CNN‑ViT hybrid model.
• CoAtNet model [52] is a hybrid convolution–attention architecture that uniϐies Convolutional Neural Net‑

works (CNNs) and self‑attention modules within a single hierarchical backbone in order to exploit both lo‑
cal feature extraction and global dependency modeling. In contrast to CNN‑ViT models, where convolution
and self‑attention components are separated into feature‑extraction and encoding stages, CoAtNet progres‑
sively integrates convolutional layers in the early stages and attention mechanisms in deeper stages, forming
a continuous architectural transition rather than a two‑stage pipeline. The architecture consists of two key
components: MBConvmodules (mobile inverted bottleneck convolutions) to extract local spatial features, and
Transformer blocks with relative self‑attention to capture long‑range dependencies and global contextual in‑
formation. An outline of the CoAtNet architecture is illustrated in Figure 2g. In this work, we include CoAtNet
to investigate whether integrating convolution and attention within a single backbone can enhance the ability
of the model to detect deepfakes compared to the separate CNN and attention modules used in CNN‑ViT.

3.3. Implementation Details
For each dataset we selected 720 videos (360 real and 360 fake) for training, 140 videos for validation, and

140 videos for testing. To prepare the datasets for training and evaluation we applied a systematic pre‑processing
pipeline to ensure consistency across all video clips. We employed MediaPipe [31] to detect and extract facial re‑
gions from each video frame owing to its capability for real‑time, high‑precision landmark detection. All detected
faces were then cropped around the center and resized to 224 × 224 pixels. To reduce computational load while
preserving temporal information we sampled 10 evenly spaced frames per video balancing efϐiciency with content
representativeness. Additionally, image augmentation techniques such as ϐlipping, rotation, scaling, shearing, and
translation were applied to mitigate potential overϐitting. Finally, all extracted frames were organized into fake
and real classes facilitating efϐicient evaluation and training of the detection networks. This preprocessing pipeline
ensures a standardized andwell‑structured dataset thereby enhancing the reliability of the deepfake detection pro‑
cess. Training was performed using the PyTorch framework with the Adam optimizer a learning rate of 0.0001 and
15 epochs. The batch size was set to 4 for the two video‑based networks and 16 for the remaining networks.

3.4. Evaluation Metrics
Several evaluationmetrics were utilized to assess the performance of the deep learning frameworks, including

accuracy (ACC), speciϐicity (SPE), recall (REC), F1‑score, precision (PRE), and AUC [53]. The mathematical deϐini‑
tions of these metrics are provided as follows:

accuracy (ACC) = TP+ TN
TP+ FN+ TN+ FP (1)

Where TP represents the number of correctly classified real frames, TN represents the number of correctly
classified fake frames, FP represents the number of fake frames incorrectly classiϐied as real, and FN represents the
number of real frames incorrectly classiϐied as fake. Precision (PRE) is the percentage of frames predicted as real
that are actually real and is defined as:

precision (PRE) = TP
TP+ FP (2)

Speciϐicity is the percentage of correctly classiϐied fake frames out of all actual fake frames and it is calculated
as:

Speciϐicity (SPE) = TN
TN+ FP (3)

Recall represents the proportion of actual real frames correctly classiϐied by the model. It is mathematically
deϐined as:

Recall (REC) = TP
TP+ FN (4)

The recall and precision harmonic average is known as the F1 score, mathematically expressed as,

F1 =
2 × TP

2 × TP+ FP+ FN (5)
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4. Results
We carried out extensive experiments and assessments on several deep learning networks: three CNN‑based

networks, three transformer‑based networks, and two hybrid models. These evaluations were performed across
three different datasets. The analysis involves assessing all networks across inter‑dataset scenarios (trained on
one benchmark and tested on another benchmark) and intra‑dataset scenarios (tested and trained on the same
benchmark).

Tables 1 and 2 summarize the outcomes of networks trained on the CelebDF dataset under intra‑dataset and
inter‑dataset testing, respectively. As shown in Table 1, all models achieve high accuracy (ACC), recall (REC), speci‑
ϐicity (SPE), precision (PRE), F1 score, and AUC when tested on CelebDF itself, with even the lowest‑performing
model achieving ACC of 83.76% and similarly strong values for other metrics. This suggests that the CelebDF data
is comparatively easy and therefore the networks canprecisely differentiate between fake and real instances. In con‑
trast, when CelebDF‑trainedmodels are evaluated on unseen datasets FaceForensics and DFDC, all models perform
poorly with accuracy not surpassing 70% on the FaceForensics and DFDC datasets, as summarized inTable 2. This
indicates that training networks on easier data does not yield good results when evaluated on an unseen dataset.
We can conclude that the CelebDF dataset does not pose a signiϐicant challenge for the networks to learn and is
relatively easy to differentiate between real and fake instances. Moreover, this data does not improve the networks’
capacity to learn strong discriminative features between authentic and manipulated faces, thereby weakening the
models’ generalization capability across unseen datasets.

Table 1. Comparison of classiϐication performance for deep learning networks trained and tested on CelebDF [23]
dataset.

Network ACC SPE REC F1 Score PRE AUC

EfϐicientnetB5 0.8376 0.8457 0.8113 0.8113 0.8114 0.8367
XceptionNet 0.8488 0.8584 0.8369 0.8383 0.8397 0.8497

EfϐicientNet‑3D 0.9183 0.9272 0.9070 0.9098 0.9108 0.9229
ViT 0.8750 0.8720 0.8601 0.8659 0.8719 0.8724

CrossViT 0.8871 0.8890 0.8787 0.8848 0.8910 0.8853
ViViT 0.9250 0.9124 0.9143 0.9162 0.9181 0.9281

EfϐicientnetB5 + ViT 0.9384 0.9320 0.9230 0.9221 0.9212 0.9220
XceptionNet + ViT 0.9406 0.9330 0.9240 0.9280 0.9323 0.9330

2CNN+ViT 0.9570 0.9450 0.9440 0.9420 0.9401 0.9590
CoAtNet 0.9264 0.9130 0.9040 0.9110 0.9180 0.9157

Table 2. Comparison of classiϐication performance of deep learning networks trained on CelebDF [22] and evalu‑
ated on FaceForensics and DFDC datasets.

Network Dataset ACC SPE REC F1 Score PRE AUC

EfϐicientnetB5 FF 0.5198 0.5394 0.5002 0.5023 0.5046 0.5201
DFDC 0.4700 0.4752 0.4648 0.4728 0.4810 0.4717

XceptionNet FF 0.5358 0.5263 0.5353 0.5277 0.5202 0.5468
DFDC 0.4630 0.4755 0.4527 0.4706 0.4895 0.4850

EfϐicientNet‑3D FF 0.6329 0.6310 0.6248 0.6224 0.6200 0.6301
DFDC 0.5850 0.5950 0.5750 0.5725 0.5700 0.5897

ViT FF 0.5912 0.5822 0.5978 0.5990 0.6001 0.6095
DFDC 0.5295 0.5240 0.5150 0.5224 0.5302 0.5269

CrossViT FF 0.6130 0.6159 0.6001 0.6060 0.6120 0.6145
DFDC 0.5380 0.5509 0.5151 0.5212 0.5280 0.5395

ViViT FF 0.6443 0.6438 0.6348 0.6324 0.6300 0.6455
DFDC 0.6025 0.6152 0.5998 0.5961 0.5925 0.6076

EfϐicientnetB5 + ViT FF 0.6596 0.6563 0.6609 0.6554 0.6500 0.6590
DFDC 0.6403 0.6556 0.6550 0.6476 0.6403 0.6397

XceptionNet + ViT FF 0.6709 0.6786 0.6698 0.6633 0.6570 0.6697
DFDC 0.6307 0.6313 0.6201 0.6274 0.6350 0.6296
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Table 2. Cont.

Network Dataset ACC SPE REC F1 Score PRE AUC

2CNN+ViT FF 0.6901 0.6804 0.6898 0.6824 0.6750 0.6890
DFDC 0.6687 0.6723 0.6552 0.6537 0.6523 0.6590

CoAtNet FF 0.6517 0.6332 0.6302 0.6428 0.6556 0.6539
DFDC 0.6226 0.5993 0.5951 0.6064 0.6180 0.5983

Tables3 and4present the performance ofmodels trainedon the FaceForensics dataset under intradataset and
interdataset testing, respectively. In the intradataset evaluation Table 3, only a few models exceed 90% accuracy,
while the remaining models exhibit noticeably lower performance across all evaluation metrics. These relatively
low values indicate that several architectures struggle to achieve strong discriminative capability when distinguish‑
ing real from manipulated samples, suggesting that FaceForensics presents a relatively complex and challenging
dataset formanipulatedmedia detection. In the inter‑dataset testing, deep learning networks trained on FaceForen‑
sics exhibit satisfactory performance even when tested on previously unseen domains, as illustrated in Table 4,
demonstrating a stronger ability to generalise compared to models trained on CelebDF, which show comparatively
poor generalisation. For instance, the 2CNN‑ViT model trained on FaceForensics and tested on CelebDF achieves
an accuracy of 81.01% whereas when trained on CelebDF and testing on FaceForensics attains only 69.01%. Over‑
all, these ϐindings support the claim that training on more challenging datasets leads to improved generalisation
capability in deepfake detection models.

Table 3. Comparison of classiϐication performance for deep learning networks trained and tested on FaceForen‑
sics [16] dataset.

Network ACC SPE REC F1 Score PRE AUC

EfϐicientnetB5 0.7795 0.7840 0.7550 0.7535 0.7520 0.7702
XceptionNet 0.7803 0.7950 0.7730 0.7754 0.7778 0.7985

EfϐicientNet‑3D 0.8715 0.8430 0.8300 0.8674 0.8750 0.8684
ViT 0.8207 0.8220 0.8000 0.8010 0.8020 0.8219

CrossViT 0.8571 0.8650 0.8350 0.8335 0.8321 0.8576
ViViT 0.8818 0.8630 0.8651 0.8700 0.9050 0.9060

EfϐicientnetB5 + ViT 0.9089 0.9020 0.9050 0.9112 0.9174 0.9074
XceptionNet + ViT 0.9116 0.9050 0.8800 0.8974 0.9160 0.9096

2CNN+ViT 0.9263 0.9230 0.9138 0.9219 0.9300 0.9254
CoAtNet 0.9007 0.9080 0.8600 0.8773 0.8950 0.8825

Table 4. Comparison of classiϐication performance of deep learning networks trained on FaceForensics [16] and
tested on CelebDF and DFDC dataset.

Network Dataset ACC SPE REC F1 Score PRE AUC

EfϐicientnetB5 CelebDF 0.6436 0.6434 0.6356 0.6373 0.6391 0.6395
DFDC 0.6079 0.6017 0.5939 0.5932 0.5926 0.5978

XceptionNet CelebDF 0.6504 0.6595 0.6404 0.6469 0.6536 0.6500
DFDC 0.6007 0.6170 0.5880 0.5934 0.5989 0.6025

EfϐicientNet‑3D CelebDF 0.7414 0.7675 0.7535 0.7607 0.7680 0.7605
DFDC 0.7292 0.7380 0.7240 0.7252 0.7265 0.7310

ViT CelebDF 0.6808 0.6605 0.6628 0.6754 0.6887 0.6616
DFDC 0.6398 0.6395 0.6282 0.6287 0.6292 0.6339

CrossViT CelebDF 0.7257 0.7205 0.6930 0.6948 0.6970 0.7068
DFDC 0.6675 0.6595 0.6514 0.6570 0.6630 0.6555

ViViT CelebDF 0.7698 0.7795 0.7605 0.7577 0.7550 0.7700
DFDC 0.7489 0.7475 0.7324 0.7377 0.7430 0.7400

EfϐicientnetB5 + ViT CelebDF 0.7848 0.7815 0.7780 0.7800 0.7820 0.7798
DFDC 0.7625 0.7700 0.7650 0.7614 0.7580 0.7675

XceptionNet + ViT CelebDF 0.7895 0.7800 0.7650 0.7718 0.7789 0.7725
DFDC 0.7695 0.7670 0.7520 0.7612 0.7705 0.7595
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Table 4. Cont.

Network Dataset ACC SPE REC F1 Score PRE AUC

2CNN+ViT CelebDF 0.8101 0.8180 0.8020 0.8035 0.8050 0.8100
DFDC 0.7987 0.7935 0.7860 0.7925 0.7990 0.7898

CoAtNet CelebDF 0.7808 0.7765 0.7790 0.7719 0.7650 0.7778
DFDC 0.7603 0.7450 0.7560 0.7489 0.7420 0.7505

Tables 5 and 6 summarize the performance of deep learning models trained on the DFDC dataset under intra‑
dataset and interdataset evaluation settings, respectively. In intra‑dataset evaluation, all models achieved notice‑
ably lower results compared to their performance on the other two datasets. For example, the hybrid architecture
2CNN+ViT achieved an accuracy of 90.40% on DFDC, whereas it reached 95.70% and 92.63% on CelebDF and Face‑
Forensics, respectively. Similarly, the video‑based classiϐication model ViViT obtained an accuracy of 84.75% on
DFDC, compared to 92.50%on CelebDF and 88.18% on FaceForensics. These results indicate that DFDC is themost
difϐicult benchmark among the three. In the inter‑dataset evaluation, networks trained on DFDC still achieved sat‑
isfactory outcomes on out‑of‑distribution datasets compared to models trained on CelebDF. For example, Xception‑
Net achieved an accuracy of 46.30% when trained on CelebDF and tested on DFDC, whereas training on DFDC and
testing on CelebDF resulted in a higher accuracy of 66.04%. This demonstrates that training on more challenging
datasets leads to better generalization across datasets.

Table 5. Comparison of classiϐication performance for deep learning networks trained and tested on the DFDC [25]
dataset.

Network ACC SPE REC F1 Score PRE AUC

EfϐicientnetB5 0.7682 0.7767 0.7635 0.7654 0.7674 0.7794
XceptionNet 0.7510 0.7630 0.7390 0.7370 0.7350 0.7568

EfϐicientNet‑3D 0.8305 0.8350 0.8200 0.8274 0.8350 0.8390
ViT 0.8035 0.7920 0.7897 0.7961 0.8025 0.8144

CrossViT 0.8105 0.8085 0.8120 0.8162 0.8204 0.8377
ViViT 0.8475 0.8415 0.8403 0.8429 0.8455 0.8469

EfϐicientnetB5 + ViT 0.8551 0.8520 0.8450 0.8500 0.8550 0.8630
XceptionNet + ViT 0.8784 0.8802 0.8750 0.8775 0.8756 0.8782

2CNN+ViT 0.9040 0.9180 0.8979 0.9009 0.9042 0.9063
CoAtNet 0.8543 0.8580 0.8440 0.8475 0.8510 0.8514

Table 6. Comparison of classiϐication performance of deep learning networks trained on DFDC [25] and tested on
CelebDF and FaceForensics dataset.

Network Dataset ACC SPE REC F1 Score PRE AUC

EfϐicientnetB5 CelebDF 0.6521 0.6586 0.6456 0.6471 0.6486 0.6564
FF 0.6198 0.6394 0.6002 0.6073 0.6146 0.6301

XceptionNet CelebDF 0.6604 0.6704 0.6504 0.6570 0.6636 0.6747
FF 0.6207 0.6334 0.6080 0.6234 0.6289 0.6301

EfϐicientNet‑3D CelebDF 0.7586 0.7652 0.7520 0.7530 0.7540 0.7647
FF 0.7377 0.7454 0.7300 0.7317 0.7330 0.7443

ViT CelebDF 0.6963 0.7046 0.6880 0.6900 0.6920 0.6907
FF 0.6695 0.6840 0.6550 0.6570 0.6590 0.6817

CrossViT CelebDF 0.7391 0.7552 0.7230 0.7228 0.7226 0.7327
FF 0.6812 0.6884 0.6740 0.6855 0.6870 0.7068

ViViT CelebDF 0.7790 0.7931 0.7649 0.7764 0.7880 0.7883
FF 0.7532 0.7614 0.7450 0.7575 0.7690 0.7681

EfϐicientnetB5 + ViT CelebDF 0.7965 0.8073 0.7857 0.7918 0.7980 0.8043
FF 0.7837 0.7924 0.7750 0.7765 0.7780 0.7811

XceptionNet + ViT CelebDF 0.8209 0.8348 0.8070 0.8110 0.8150 0.8202
FF 0.7798 0.7876 0.7720 0.7735 0.7750 0.7825
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Table 6. Cont.

Network Dataset ACC SPE REC F1 Score PRE AUC

2CNN+ViT CelebDF 0.8548 0.8687 0.8409 0.8479 0.8550 0.8650
FF 0.8187 0.8234 0.8140 0.8210 0.8280 0.8219

CoAtNet CelebDF 0.7911 0.7892 0.7930 0.7950 0.7970 0.8021
FF 0.7806 0.7916 0.7696 0.7728 0.7647 0.7811

Figure 3 supports these observations by illustrating the relative accuracy drops of the models on unseen
datasets. As shown in Figure 3, models trained on the Celeb‑DF dataset show a larger decrease in performance
with relative accuracy drops exceeding 40%. In contrast, the same models trained on FaceForensics and DFDC
experience smaller reductions. Models trained on FaceForensics have a moderate accuracy drop not exceeding
23% while models trained on DFDC have the smallest accuracy drop not exceeding 19%. Overall, FaceForensics
and DFDC are both suitable datasets for training deepfake detection models with DFDC being the better choice to
enable models to generalize on unseen datasets.

Figure 3. Dataset Impact on Model Generalization Measured by Accuracy Drop.

5. Discussion
Figure4aprovides a detailed summary of the average performance achievedby eachnetwork in the intradataset

evaluation on the three datasets. Conventional 2D CNN architectures (EfϐicientNetB5 and XceptionNet) exhibit the
lowest performance with no metric exceeding 80%. Transformer‑based models (ViT and CrossViT) show noticeable
improvements achieving relative performance gains of approximately 5–7% compared to CNN‑onlymodels highlight‑
ing the advantage of global attention mechanisms in modeling long‑range dependencies. Overall, transformer‑based
architectures outperform CNN‑only models across all evaluation metrics. Hybrid architectures achieve substantial
performance gains over both individual CNNs and transformers improving all evaluation metrics by approximately
12–15% indicating the effectiveness of combining local feature extraction from CNNswith the global contextual mod‑
eling capability of transformers. Furthermore, the utilization of two different CNN backbones for feature extractors
results in the highest performance for all the metrics which indicates that the feature fusion strategies effectively ex‑
ploit complementary information from multiple representations and help the transformer to learn a diverse set of
features. The CoAtNet architecture also demonstrates strong performance but remains lower than the multi‑branch
hybrid model (2CNN+ViT) which indicates that though intrinsic fusion is effective the utilization of multiple diverse
CNN backbones before the attention mechanism results in better feature representation and predictive performance.
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For the two video‑basedmodels both achieve competitive resultswithViViT reaching the highest performance among
them; however, their performance remains below that of the hybridmodels. Overall, these results highlight that archi‑
tectures leveragingboth local and global information either through explicit hybrid designs or integrated convolution–
attention frameworks consistently achieve higher performance. In the inter‑dataset evaluation the results indicate
that the networks show noticeable decreases in performance compared to the intra‑dataset assessment as shown
in Figure 4b–d. This discrepancy is expected as identiϐication networks typically exhibit a performance drop when
tested on out‑of‑distribution datasets. However, hybrid models consistently emerge as the top‑performing architec‑
tures outperforming individual CNNs (EfϐicientNetB5, Xception), individual transformers (ViT, CrossViT) and video‑
based models. These ϐindings demonstrate that hybrid architectures not only achieve the highest intra‑dataset per‑
formance but also generalize most effectively to unseen datasets.

(a) (b)

(c) (d)

Figure 4. Average performance comparison of deep learning networks evaluated in inter‑dataset and intra‑dataset
setting.

In addition, the comparison with previous deepfake detection methods in Table 7 further reinforces the su‑
periority of the hybrid model. The 2CNN+ViT approach shows robust and consistent performance across multiple
datasets, achieving 92.63% on FaceForensics, 95.70% on CelebDF, and 90.40% on DFDC. This model consistently
outperforms several earlier methods, emphasizing its strength in leveraging both local and global feature represen‑
tations to enhance detection accuracy and its capacity to generalize effectively across various deepfake detection
tasks.

Table 7. Accuracy comparison of deepfake detection methods on the FaceForensics, CelebDF, and DFDC datasets.
Approach FF CelebDF DFDC

Rössler et al. [16] 66.69% ‑ ‑
Echizen et al. [18] 61.22% ‑ ‑
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Table 7. Cont.

Approach FF CelebDF DFDC

Ciftci et al. [22] 94.65% 91.50% ‑
Coccomini et al. [28] 80% ‑ ‑
Ramadhani et al. [30] 90.27% 87.17% 88.03%

Trisha et al. [54] ‑ ‑ 82.52%
Saikia et al. [55] 91.21% 79.49% 66.26%
Nguyen et al. [56] 91.77% ‑ ‑
Hu et al. [57] 86.61% 80.74% ‑
2CNN + ViT 92.63% 95.70% 90.40%

6. Conclusion
In this study, we investigated the effectiveness of several deep learning architectures for detectingmanipulated

media generated through deepfake techniques. Seven models EfϐicientNetB5, XceptionNet, EfϐicientNet‑3D, Vision
Transformer (ViT), CrossViT, ViViT, and CoAtNet were ϐine‑tuned and evaluated using three widely used datasets:
FaceForensics++, DeepFake Detection Challenge (DFDC), and CelebDF. Our experimental results demonstrated that
the fusion of Convolutional Neural Networks (CNNs) andTransformer‑based architectures exhibits a strong capabil‑
ity to distinguish between deepfake and authentic content. Furthermore, the results revealed that models trained
on the FaceForensics++ and DFDC datasets exhibit improved generalization capabilities when applied to unseen
samples.
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